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I. STATEMENT OF PURPOSE 

 
The purpose of this request for proposal (RFP) is to acquire a managed service provider (MSP) to 
implement a fully managed, 24x7x365 SOC/SIEM solution to secure, proactively monitor and 
enhance our services and availability to our members. This solution would aid the New York 
eHealth Collaborative (NYeC) in protecting our digital assets by assimilating, analyzing, and 
reporting various log data points and alerting the appropriate technical teams and stakeholders 
to potential security issues and imminent infrastructure issues and outages. All services can be 
provided through one vendor or through a collaborative partnership between two vendors.  

 

II. INTRODUCTION 
 

NYeC is working to improve healthcare for all New Yorkers through innovative health information 
technology and exchange (HIT and HIE). Founded in 2006 by healthcare leaders, NYeC is a 
501(c)(3) non-profit organization and the State Designated Entity (SDE) in New York charged with 
the leadership, coordination, and administration of the Statewide Health Information for New 
York (SHIN-NY), the state’s public HIE. In that capacity, NYeC works through a public/private 
partnership with the New York State Department of Health (NYS DOH) on the development of 
policies and procedures that govern how electronic health information in New York State is 
shared via the SHIN-NY, an innovative “network of networks” that interconnects New York’s 
regional health information organizations (Qualified Entities or QEs). QEs allow participating 
healthcare professionals, with patient consent, to quickly access electronic health information 
and securely exchange data with any other participant in the state.  

 
Additional information regarding NYeC can be found on the NYeC website www.nyehealth.org. 

III. ELIGIBILITY CRITERIA 
 

Eligibility to participate in this SOC/SIEM Solution RFP is contingent upon vendors meeting the 
following eligibility criteria: 

o Must be based in the Continental United States.  
o Must be in good standing with NYeC, the NYS Department of Health (NYS DOH) and the 

New York State Workers Compensation Board. 
o Must have a minimum of 3 years providing the same or similar service. Experience with 

the HIE environment preferred but not required. 
o Must be SOC2 Certified and/or ISO27001 Certified. 

http://www.nyehealth.org/
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IV. MANDATORY REQUIREMENTS 
 

o To be considered for this RFP, vendors must meet the following mandatory requirements: 
o Documented ability to complete the work defined in Section V;  
o Completion of the New York State Vendor Responsibility Questionnaire 

https://www.osc.state.ny.us/state-vendors/vendrep/file-your-vendor-
responsibility-questionnaire;  

o Registration in the Federal System for Award Management (SAM) prior to 
commencement of work; applicants are encouraged to begin this process upon 
submission of the proposal https://sam.gov/content/home;  

o Compliance with all applicable Information Security Policies & Procedures while 
accessing stakeholder resources 
https://www.health.ny.gov/technology/regulations/shin-
ny/docs/privacy_and_security_policies.pdf;  

o Execution of NYeC’s Master Services Agreement (Attachment 1: MSA Template) 
o Utilization of onshore resources only to conduct this work; and 
o The selected vendor will be required to adhere to certain New York State grant 

contract, confidentiality, and other requirements.  
 

V. SCOPE OF WORK 
 

The selected vendor will provide NYeC with the following: 
 

Security Operations Center (SOC) Services: 
Provide support and operate a 24x7x365, US-based, SOC to monitor and manage the SIEM 
solution including: 

o Serve as the first responder to any critical initial alerts/notification while acting as the 
primary point of response for NYeC security events, providing support ranging from threat 
analysis and triage of critical incidents, data collection and analysis, evaluation of security 
events and cyber-attacks, review of threat vectors, evaluation of suspected internal and 
external breaches, determine scope of threats, guidance on remediation tactics, 
remediation of cyber threats, threat-hunting, proactive analysis, identify potential 
security breaches, intrusion, or alarm analysis.  

o Escalating events to the NYeC Security team pursuant to NYeC-approved SLAs. 
o Provide a timely response to all security events and threats with minimal average incident 

and response detection times, minimal average time from discovery to remediation. 

https://www.osc.state.ny.us/state-vendors/vendrep/file-your-vendor-responsibility-questionnaire
https://www.osc.state.ny.us/state-vendors/vendrep/file-your-vendor-responsibility-questionnaire
https://sam.gov/content/home
https://www.health.ny.gov/technology/regulations/shin-ny/docs/privacy_and_security_policies.pdf
https://www.health.ny.gov/technology/regulations/shin-ny/docs/privacy_and_security_policies.pdf
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o Maintain a low number of incidents per analyst and maximize time between threats or 
incidents through continuous security hardening and posture. 

o Provide 24/7/365 monitoring of networks, endpoints, applications, security appliances, 
including incident detection and response, logs, alarms, events, SIEM to Security 
Orchestration Automation & Response (SOAR) integration, and compliance reporting. 
 HIPAA and HITRUST compliance capabilities are mandatory. 

o Provide 24x7x365 threat monitoring of the environment and include, at a minimum, any 
and all out-of-the-box security use cases in cloud (AWS, Azure, Snowflake, SharePoint, 
O365) and on premises environments.  

Environment Count 
On-Prem • 17 Esxi Hosts 

• 181 VMs 
• 131 Windows VMs 
• 50 Linux VMs 
• 15 database servers 
• 2 NetApp clusters 
• 41 Datastores 
• 2 Firewalls 

 
AWS • Multi-Account Control Tower 

Environment 
• ~22 AWS services 
• 10 EC2 instances 

 
 

Azure • 55 VMs 
• Azure Active Directory 
• Azure Storage 

Snowflake • 1 Snowflake environment 
• 3 sub-environments 

Office 365 • 209 O365 licenses (E2, E3, E5) 
• 8 Windows 365 VMs 

 
o Provide cloud-based analytics and operations tools including real-time threat detection 

and response, risk management, monitoring and analysis, and threat intelligence.  To 
include producing KPI’s daily/weekly and quarterly using a threat dashboard. 

o Investigate all initial security incidents identified, review to reduce and/or eliminate false 
positives, provide response to identified events, and track events to closure. Provide 
visibility through dashboard and recurring reporting on incidents identified and closed. 
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o Provide near real-time situational awareness to NYeC’s environment leveraging any 
applicable security data. 

o Assess validity of security events, categorize, and classify, eliminate, or reduce false-
positives, and provide tailored, actionable alerts if events are to be escalated to NYeC 
security staff. 

o Provide assessment and deeper insights into events, threats, vulnerabilities, and assess 
operational impact. 

o Escalate as appropriate in accordance with NYeC-approved Service Level Agreements 
(“SLAs”). 

o Ensure the integration of all applicable data sources for Windows/syslog-based data 
sources. 

Ransomware specific protocols: 
o The provider must have an established and detailed ransomware-specific run book that 

prescribes immediate and autonomous actions to be taken in the event of a ransomware 
attack on the NYeC network. The run book should be designed to facilitate decisive action 
without the need for consultation or approval from NYeC, during the event. 

o Upon detection of a ransomware threat, the provider must: 
• Independently and promptly execute containment and mitigation strategies 

detailed in the run book, aimed at halting the spread of the attack.  for the 
avoidance of doubt, NYeC will empower the provider to act very quickly, following 
a defined SOP,  in the event of ransomware, before they are in contact with NYeC 
personal. 

• Undertake critical measures that secure data integrity and maintain essential 
services as outlined in the autonomous response protocols. 

o NYeC expects the provider to exercise a high degree of autonomy (consistent with the 
requirements established by NYeC) and competence in their initial response to 
ransomware incidents. The provider must provide compelling evidence of their capacity 
to handle such cyber threats effectively, which includes: 

• Documented instances of independent action taken in previous ransomware 
attacks. 

• Professional references or client endorsements validating the provider’s 
autonomous response capabilities. 

• Relevant cybersecurity qualifications underscoring their expertise in ransomware 
resolution. 
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SIEM Solution: 
o Procure, provide, setup, support, tune, update, maintain, and fully manage a Security 

Information & Event Management (SIEM) solution that includes rule writing, report 
generation, alert generation, and incident workflow. 

o Provide properly sized SIEM solution to support 90 days of “hot” log data and 275 
additional days of “cold” storage, per SIEM sources specification listed in this document. 

o SIEM solution must include centralized authentication (e.g. SAML), Multi-Factor 
Authentication, event collection, event parsing, event storage and retention, correlation 
rule development, correlation rule maintenance and tuning, threat intelligence feed 
integration, system maintenance, health, performance, configuration ingest and parsing, 
policy configurations, investigation of alerts, installation of software on customer 
endpoints, event storage and retention, filter, feed and orchestration development and 
tuning, incident workflow and notifications, incident orchestration, reporting & metrics 
development. 

o SIEM solution must have the ability to ingest log data from nearly any security and/or I.T. 
infrastructure technology including AWS, Azure, Snowflake, and similar platforms. 

o Ability to provide User and Entity Behavior Analytics (UEBA) to identify, triage, and alert 
on privileged account abuse, privilege escalation, data exfiltration, anomalous behavior, 
and credential compromise. 

o Ability to perform Machine Learning (ML) analytics to identify, triage, based on 
regression, classification, forecasting, clustering, and anomaly detection. 

o SIEM users’ roles should have different privilege levels predefined, or should allow NYeC 
to customize the role-based privileges. 

 
Testing and Reporting: 
o The provider must conduct, at a minimum, 10 tests on the system every month to verify 

the effectiveness of the SOC/SIEM setup.  These tests should be targeted at ensuring all 
SOC/SIEM capabilities are functioning as designed in process documents.   

o These tests should be unannounced and aim to simulate typical behaviors the SOC/SIEM 
system is designed to detect and mitigate (e.g., creation of a highly privileged account 
during off-hours, running a port-scanning tool).The provider must provide reports as 
follows: 
Monthly: 

o Provider shall produce a monthly status report including, but not limited to: 
• The results of all SOC/SIEM testing, along with the actions taken (if any), 

should be documented and presented in the monthly report. 
• Number of alerts generated / by severity, along with SLA achievement for 

each alert type. 
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• Total investment for the period. 
• Any risks identified by provider. 
• Description of the tests planned for the next month. 

 
Every 3 months: 

o Provider shall host a Business review with NYeC to include: 
• Review of the last quarter's collaboration between provider and NYeC, and 

what was achieved. 
• From Provider's perspective, discussion on what is going well and what could 

be improved. 
• Overview of Provider's/NYeC’s strategic initiatives that could be relevant to 

the services provided under the agreement. 
 

VI. CONTENTS OF PROPOSAL 
 

1. Applicant Overview and Qualifications  
  

Please provide a cover letter clearly indicating the project contact name, title, company 
name, mailing address, phone number and email address. If applying as a collaborative 
partnership, please provide information on the main contact for the services to be provided 
by each partner. The proposal should provide a general overview of the applicant’s 
capabilities, resources, and experience in meeting the scope of work outlined in Section V. 
The ideal applicant will have at least 3 years of experience and expert familiarity with the 
scope of work outlined in Section V. Please provide details on the team that will be assigned 
to work with NYeC on these services. If the proposal is a collaborative effort between two 
vendors, please provide information on both firms and clearly indicate who will provide 
which services and who will serve as the prime contractor. Provide a narrative on why your 
company(ies) are the best suited to provide these services to NYeC. The following specifics 
should be provided, if possible: 
 
• An example of a recent security incident that was detected and addressed by the 

vendor’s services. 
• Quantity and locations of SOCs. 
• The number of employees dedicated to managed SIEM/SOC services. 
• The screening, hiring, and training process for SOC employees. 
• Security certifications and credentials of SOC employees. 
• Confirmation that SOCs are staffed 24/7/365. 
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• A breakdown of managed service components that involve third-party providers. 
• How private NYeC data is governed and protected in transit between NYeC and vendor 

networks. 
• Sample reports generated by services as well as any details about data/report exporting 

for further action. 
• Provide historical SOC/SIEM uptime metrics for the past year from at least two 

previous clients (without violating confidentiality). Highlight any downtime instances, 
their causes, and the corrective actions taken. 

• Share the Service Level Agreement (SLA) commitments related to service availability 
from prior engagements with organizations similar in size and scope to NYeC. 

 
Additionally, the applicant must provide three (3) references including company name, 
contact name, title, email address and phone number from current customers or customers 
in the last year similar in product size and scope of this RFP.  If applying as a collaborative 
partnership, please provide the required three (3) references for each company.  Proof of 
being an authorized reseller is also required if applicable. All proposals shall become 
property of NYeC, whether accepted or rejected. 

  
2. Approach and Workplan    

  
The proposal should include a thorough, detailed approach and plan to fulfilling the services 
outlined in the scope of work and the offerings available from your company(ies).  If 
applying as a collaborative partnership, provide details on how the two companies will work 
together to deliver seamless service and what the level and frequency of communication 
between the two companies will be to ensure services are delivered satisfactorily. The 
following specifics should be provided, if possible: 
 
• A detailed overview of how managed services are delivered and/or implemented. 
• Proposed plan for the deployment of new managed services 
• A walkthrough of the event lifecycle workflow, including, but not limited to, how SOC 

analysts monitor, receive, evaluate, notify, and resolve security events. 
• If multiple vendor services are involved in an event lifecycle, the level of interaction 

and interconnectivity between those services. 
• The technologies and tools used to provide any analytics capabilities, including 

historical forensics, real-time analysis, and data visualization. 
• An overview of the means through which the managed service is used, including any 

portals and/or dashboards accessed by NYeC as well as a detailed explanation of how 
authentication and identity management are implemented at access points. 
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• The expected delegation of roles and responsibilities between the SOC security staff 
and NYeC’s internal security team. 

• Specific description of how the vendor addresses Ransomware, with examples of 
processes/procedures that enable the vendor to act swiftly and with autonomy to 
limit the impact once Ransomware has been discovered.  
 

3. Service Level Agreement 
 

The proposal should include a proposed Service Level Agreement (SLA). Additionally, 
processes surrounding the SLA such as performance reporting, auditing, and non-
compliance escalation and resolution should be provided. 

   
4. Cost Proposal    

 
The proposal must include a detailed budget for all services outlined in the scope of work.  
Please provide a separate breakdown of SOC and SIEM services.  Costs associated with 
preparation of a proposal in response to this RFP will be borne by the vendor. 

 

VII. RFP QUESTIONS & CONTACT 
 

Vendors may only contact NYeC using the email address SOC_SIEMRFP@nyehealth.org 
for all matters concerning this RFP. Vendors may not contact any NYeC staff, NYeC board 
members, the New York State Department of Health staff, or any other stakeholders 
regarding this project in the period between the issuance of this RFP and the notice of 
award, as stated in the timetable below. Any oral communication will be considered 
unofficial and non-binding regarding this RFP and subsequent award. 

 
If you have questions about the RFP, please submit those questions to the designated 
email address noted on the cover page of the RFP by the date indicated in Section VIII 
Timeline and NYeC will distribute all questions received and answers to those questions 
by the date indicated in Section VIII Timeline.  

 

VIII. APPLICATION PROCESS AND TIMELINE 
 

Proposals will be evaluated by a selection committee comprised of NYeC staff. Proposals 
that do not address all the criteria below may not be evaluated by NYeC. 
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Proposal submissions are due by 5:00pm EST on the date indicated in the Timeline below 
and should be submitted to the designated email address noted on the cover page. Please 
submit your application in Microsoft Word format using font size 12 with a maximum 
of 10 pages (excluding SLA and Cost Proposal).  All valid applications must include all 
sections identified in the evaluation criteria.   
 
NYeC reserves the right to amend or cancel this RFP at any time prior to a signed contract. 
NYeC is not responsible for any costs incurred in the preparation of a response to this RFP. 
 
TIMELINE: 
 
Item   Due Date   
RFP Release    December 8, 2023 

Deadline to submit Questions to NYeC    December 18, 2023 
Q&A Document posted    December 22, 2023 

Proposals due   January 11, 2024 
Interviews/ Demonstrations (if applicable) TBD 
Contract Awarded Approx. January 25, 2024 

 

IX.   CONTRACT AWARD 
 

NYeC anticipates making an award to one vendor.  If submitting a joint proposal as a 
collaborative partnership, the contract will be held by a prime vendor.  Success in this 
process will result in a one-year contract starting in February 2024. All eligible proposals 
that contain the required evaluation criteria will receive a score based on the evaluation 
criteria outlined below. NYeC reserves the option to select finalists for one-on-one 
interviews. 
 

The selected vendor will enter into a Master Services Agreement (MSA) with NYeC, the 
terms of which have been attached to this RFP (Attachment 1).  Any questions, comments, 
or concerns regarding the terms of the MSA should be raised during the designated 
Question and Answer period.  In the event NYeC is unable to come to agreement on MSA 
terms with the selected vendor, NYeC reserves the right to move on to the next vendor 
to begin the contracting process.  
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X. EVALUATION CRITERIA 
 
All eligible proposals will be evaluated upon the following criteria (10-page maximum proposal 
length excluding SLA and Cost Proposal) as it relates to Section VI Contents of Proposal.  

  
A. Applicant Overview and Qualifications – 30 Points  
B. Approach and Plan – 40 Points  
C. Service Level Agreement – 10 Points 
D. Cost Proposal– 20 Points  

 

XI. RFP ATTACHMENTS 
• ATTACHMENT 1: NYeC Master Services Agreement 

 



 | Company Name | Contract Title | Year of Contract 
#(Agiloft Contract Number) 

ATTACHMENT 1 

MASTER SERVICES AGREEMENT 

Table of Contents 

Master Services Agreement .................................................................................................... 1-20 
Exhibit 1: Information Security Requirements Addendum .............................................. 21-29 
Exhibit 2: Certification Regarding Debarment & Suspension .......................................... 30-31 
Exhibit 3: Federal & State Clauses ...................................................................................... 32-58 
Exhibit 4: Business Associate HIPAA Compliance............................................................. 59-69 
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   MASTER SERVICES AGREEMENT  

 

 This Master Services Agreement (together with all exhibits hereto, this “Agreement”) is 
made and entered into as of  ______________________________________________________ 
(“Effective Date”) by and  between New York eHealth Collaborative, Inc. a 501(c)(3) nonprofit 
corporation with its principal place of business at 99 Washington Avenue, Suite 1750, Albany, 
NY 12210 (“NYeC”), and _______________________, a _________________ with its principal 
place of business at ____________________ (“Consultant”). 

WITNESSETH: 

 WHEREAS, NYeC is developing a consolidated network linking state health information 
systems with the Statewide Health Information Network for New York pursuant to the Health 
Care Efficiency and Affordability Law (the “Program”); 

 WHEREAS, NYeC is the recipient of certain grant funding (the “Grants”) from the United 
States Department of Health and Human Services (“HHS”) Office of the National Coordinator of 
Health Information Technology and the New York State Department of Health (“NYSDOH” and 
together with the HHS, the “Grant Makers”); 

 WHEREAS, NYeC has entered into a contract with the Grant Makers (the “Grant 
Contracts”) pursuant to which, among other things, the Grant Contracts will fund the services to 
be provided by Consultant pursuant to this Agreement; and   

 WHEREAS, NYeC is retaining Consultant to provide, and Consultant agrees to provide, the 
professional services (the “Services”) and/or reports, deliverables and/or other work product (as 
defined in Section 14 of this Agreement) (collectively, the “Deliverables”) described in each 
Statement of Work (a “Statement of Work”) that the parties may execute from time to time 
during the term of this Agreement. 

 NOW, THEREFORE, in consideration of the mutual terms, conditions and covenants set 
forth herein, the parties agree as follows: 
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1. Consultant’s Services 

a.   Services.  In connection with the Program, Consultant agrees to perform the Services 
and/or deliver the Deliverables described in the Statement(s) of Work, each of which 
shall be incorporated herein by reference.   Each Statement of Work must be executed 
by duly authorized representatives of both parties.  Consultant shall render the 
Services and deliver the Deliverables in accordance with the timetable and milestones 
(if any) in the applicable Statement of Work.  In the event Consultant anticipates at 
any time that it will not reach a milestone or complete an assignment within the 
timetable prescribed by the applicable Statement of Work, Consultant shall promptly 
so inform NYeC, submit proposed revisions to the timetable and milestones that 
reflect Consultant’s best estimates of what can realistically be achieved, and continue 
to work until otherwise directed by NYeC; provided, however, that any such revisions 
shall be subject to the approval of NYeC in its sole discretion.  Consultant shall also 
prepare and submit such reports of its performance and its progress from time to time 
as NYeC may reasonably request.  Notwithstanding anything to the contrary herein, 
time shall be of the essence with respect to the Services and Deliverables hereunder. 

b.   Progress Reporting.  Where deemed applicable and requested by NYeC, the parties 
shall meet (in person, by teleconference or such other mechanism as the parties shall 
determine) for the purpose of Consultant reporting to NYeC on the progress of the 
Services and/or Deliverables under the applicable Statement of Work.  Progress 
reports shall include a summary of status on milestones, potential or actual slippage in 
meeting deadlines, Deliverables or portions thereof completed, and Services in 
progress. Concurrently with each meeting, Consultant shall be obligated to provide 
NYeC with all code, development notes and related materials, to the extent 
applicable, pertaining to the Services and each completed and pending Deliverable. 
Consultant may not withhold any of the foregoing information from NYeC for any 
reason. 

c.   Acceptance Procedures.  Consultant shall perform reasonable quality-assurance 
testing on any software Deliverables before submitting them to NYeC, unless 
otherwise provided in the applicable Statement of Work and shall inform NYeC of 
any known defects or “bugs” existing at the time of delivery.  NYeC shall, within 
sixty (60) days of receipt of each Deliverable (if any) subject to acceptance testing, or 
within such longer time as may be specified in the applicable Statement of Work, 
advise Consultant of the acceptance or rejection of that Deliverable by NYeC or the 
Grant Makers, as applicable.  Any rejection shall specify the nature of the 
deficiencies in the Deliverable, and Consultant shall act diligently to correct the noted 
deficiencies promptly.  NYeC shall not be obligated to pay for rejected Deliverables.  
Acceptance of work or Deliverables shall not constitute a waiver of any of 
Consultant’s representations or warranties included elsewhere in this Agreement. 
Acceptance procedures shall be subject to modification by NYeC from time to time 
by written notice to Consultant. 

2.  Payment Terms 
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a.  Compensation.  In consideration for performing the Services and delivering the 
Deliverables, NYeC shall pay Consultant in accordance with the terms specified in 
the applicable Statement of Work and incorporated by reference.   

b.  Manner of Payment.  Within 15 days following the end of each month (or, with 
respect to the final invoice, within 30 days following the termination or expiration of 
this Agreement), Consultant shall submit to NYeC an invoice with the contract 
number (Contract # XXXXXXXXX) and applicable SOW or work order number as 
determined by NYeC,  clearly marked on the invoice, showing Services performed, 
Deliverables provided, hours worked each day, and, if applicable, pre-approved 
expenses incurred during the preceding month, together with such supporting 
documentation as may be required by NYeC.  The invoice should be sent to NYeC at 
the following address: 

New York eHealth Collaborative 
Attn:  Invoices 
115 Broadway, Suite 1601 
New York, N.Y. 10006 
invoices@nyehealth.org 

 

Any payment under this Agreement is contingent upon Consultant’s satisfactory 
performance of the Services and delivery of the Deliverables in accordance with the 
requirements of this Agreement.  NYeC may disallow for payment of any expense or 
charge which was not authorized or documented in accordance with the terms of this 
Agreement.  NYeC shall pay Consultant all invoiced amounts that are not the subject 
of a good faith dispute within thirty (30) days of payment to NYeC by the Grant 
Makers pursuant to the Grant Contracts for accepted Services and/or Deliverables 
provided by Consultant.  NYeC shall not be obligated to pay any portion of an 
“Improper Invoice.”  An “Improper Invoice” is defined as any invoice that is not fully 
compliant with the requirements of this Agreement.  Payment is also contingent upon 
Consultant’s submission of a completed W-9 Form. 

3. Status as Independent Contractors   

a.  General.  This Agreement shall not constitute, create, or otherwise imply an 
employment, joint venture, partnership, agency or similar arrangement, and nothing 
contained herein shall be construed as providing for the sharing of profits or losses 
arising from the efforts of either or both of the parties hereto.  Each party to this 
Agreement shall act as an independent contractor, and neither party shall have the 
power to act for or bind the other party except as expressly provided for herein.  
Consultant assumes sole responsibility for determining the manner and means of 
performance hereunder. 

b.  Ineligible for Employee Benefits.  Consultant and its employees shall not be eligible 
for any benefit available to employees of NYeC, including, but not limited to, 
workers’ compensation insurance, state disability insurance, unemployment 
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insurance, group health and life insurance, vacation pay, sick pay, severance pay, 
bonus plans, pension plans, savings plans and the like. 

c.  Taxes.  No income, social security, state disability or other federal or state payroll tax 
will be deducted from payments made to Consultant under this Agreement.  
Consultant agrees to pay all state and federal taxes and other levies and charges as 
they become due on account of monies paid to Consultant hereunder, and to defend, 
indemnify and hold NYeC harmless from and against any and all liability resulting 
from any failure to do so. 

4. Term 

The term of this Agreement will commence on the effective date, as set forth in the 
preamble to this Agreement  and, unless earlier terminated in accordance with Section 6,  
shall continue until the expiration of any and all Statement(s) of Work.  

5.  Breach 

A party shall be deemed to have breached this Agreement if any of the following occurs: 

a. failure to perform or noncompliance with any requirement, term or provision of this 
Agreement;  

b. cessation of operations in the normal course of business; 

c. insolvency or the entering into or filing by or against the party of a petition, 
arrangement or proceeding seeking an order for relief under the bankruptcy laws of 
the United States, a receivership for any of the assets, a composition with or 
assignment for the benefit of creditors, a readjustment of debt, or the dissolution or 
liquidation of a party; 

d. any act prohibited or restricted by this Agreement, state or federal law, rule, or 
regulation; 

e. violation of any representation or warranty; or 

f. Consultant or its representatives is debarred or sanctioned, loses any license required 
to perform the services required under this Agreement.  

For purposes of this Agreement, these items, separately or collectively, shall hereinafter be 
referred to as a “Breach.”  

6.  Termination by NYeC   

a.   Termination for Convenience.  NYeC shall have the right to terminate this Agreement 
for convenience upon thirty (30) calendar days’ notice to Consultant. 
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b.  Termination for Breach.  In the event of a Breach, NYeC may terminate this 
Agreement, in whole or in part, consistent with the terms of Section 5 and this 
Section 6.  Consultant shall be notified of the termination in writing by NYeC.  Said 
notice shall hereinafter be referred to as Termination Notice.  The Termination Notice 
will specify the effective date of termination, or that the Consultant shall cease 
operations under this Agreement in stages.  NYeC may terminate this Agreement 
without waiver of any other remedy or damages available to it at law or at equity.  
The Consultant shall be liable to NYeC for any and all damages incurred by NYeC 
and any and all expenses incurred by NYeC which exceed the amount NYeC would 
have paid Consultant under this Agreement.  In the event Consultant defaults on this 
Agreement in whole or in part, NYeC may procure, the same or substantially the 
same, Services and/or Deliverables or other products as those so terminated and 
Consultant shall, without prejudice to any other rights or remedies available to NYeC, 
be liable to NYeC for any excess costs for the procurement of such substantially 
similar Services, Deliverables or other products; provided, however, that Consultant 
shall continue the performance of this Agreement to the extent not terminated under 
the provisions of this Section 6(b).  NYeC shall use reasonable care to mitigate the 
amount of excess costs for which Consultant may be liable hereunder.  With respect 
to termination under this Section 6(b), Consultant shall have ten (10) business days to 
cure the Breach specified in the Termination Notice which cure period shall 
commence at the time specified in the Termination Notice. 

c.  Immediate Termination.   Notwithstanding anything to the contrary herein, NYeC 
may terminate this Agreement immediately and without prior notice if (i) a Grant 
Contract is terminated for any reason; or (ii) changes in the funds available occur that 
affect this Agreement or the Grant Contracts; or (iii) a Grant Maker directs NYeC to 
terminate the Consultant’s services under this Agreement; or (iv) Consultant violates 
any state or federal law, rule, or regulation, Section 13, 14 or 15 of this Agreement, 
and to the extent applicable, the Information Security Requirements Addendum 
attached hereto as EXHIBIT 1 and the Business Associate Agreement attached hereto 
as EXHIBIT 4 (each incorporated herein by reference); or (v) the Consultant declares 
bankruptcy or there is a material adverse change in its financial status, as determined 
by NYeC in its sole discretion.    

d.   Compensation Upon Termination.  Subject to Section 2 of this Agreement, NYeC 
shall compensate Consultant for work satisfactorily performed up to the effective date 
of the termination less any amounts that are the subject of a good faith dispute.  In no 
event, however, shall the amount payable to Consultant in connection with a 
termination exceed the total value of this Agreement as set forth in the applicable 
Statement of Work. 

e.   Termination of Services and Return of NYeC Property.  Upon the expiration or 
earlier termination of this Agreement, Consultant shall immediately terminate the 
services hereunder, and shall deliver promptly to NYeC all property relating to the 
business, work and investigations of NYeC, and to any Deliverables, work in 
progress or documents in connection with the Services.  Such property shall include 
but not be limited to all hardware and software, written, graphical, and recorded 
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material, and any copies, abstracts or summaries thereof.  Consultant agrees to 
cooperate with NYeC in the event this Agreement is terminated for any reason. 

7.  Termination by Consultant for Breach 

In the event of a Breach this Agreement by NYeC, Consultant shall notify NYeC in 
writing within ten (10) business days of any Breach of contract by NYeC. Said notice 
shall contain a description of the Breach.  Failure by the Consultant to provide said 
written notice shall operate as an absolute waiver by the Consultant of NYeC’s Breach.  
In no event shall any Breach on the part of NYeC excuse the Consultant from full 
performance under this Agreement.  In the event of Breach by NYeC, the Consultant may 
avail itself of any remedy at law in the forum with appropriate jurisdiction; provided, 
however, failure by the Consultant to give NYeC written notice and opportunity to cure 
as described herein operates as a waiver of NYeC’s Breach.  Failure by the Consultant to 
file a claim before the appropriate forum in New York State with jurisdiction to hear such 
claim within six (6) months of the written notice of Breach shall operate as a waiver of 
said claim in its entirety.  This provision establishes a contractual period of limitations for 
any claim brought by the Consultant.  

8.  Intentionally Omitted  

9.  Intentionally Omitted  

10.  Changes 

NYeC may, at any time by written order (“Change Order”), make changes in the 
Consultant’s Services within the general scope of the applicable Statement of Work.  If 
any Change Order causes a significant increase or decrease in the Consultant’s cost of, or 
time required for, or the performance of any part of the work, Consultant shall present a 
proposal to NYeC within five (5) business days of receipt of the Change Order and the 
parties shall negotiate an equitable adjustment, and the applicable Statement of Work 
shall be modified in writing accordingly.  Notwithstanding the foregoing, Consultant 
shall make all reasonable efforts to limit any increase in costs and delays in schedule.  In 
addition, the parties agree to negotiate in good faith to revise this Agreement in the event 
of (i) legislation or court action that affects this Agreement or the Grant Contracts; (ii) 
changes in the funds available that affect this Agreement or the Grant Contracts; or (iii) 
other changes reasonably requested by NYeC necessary to make this Agreement 
consistent with NYeC’s obligations to the Grant Makers. 

11.  Standard of Performance 

a.   Expertise. Consultant warrants and represents that it possesses the special skill and 
professional competence, expertise and experience to undertake the obligations 
imposed by this Agreement.  Consultant agrees to perform in a diligent, efficient, 
competent and skillful manner commensurate with the highest standards of the 
profession, and to devote such time as is necessary to perform the Services and/or 
deliver the Deliverables required under this Agreement.  Consultant agrees to remove 
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and replace any of its personnel who, in the sole judgment of NYeC, are not 
performing their responsibilities at an acceptable level. 

b.   Intentionally Omitted 

c.   Vendors and Subcontractors. Prior to execution of this Agreement, Consultant will 
provide to NYeC, in writing, a list of proposed vendors and subcontractors that will 
provide any goods or services in connection with Consultant’s performance of 
Services hereunder and shall update such list from time to time to maintain its 
accuracy.  NYeC will approve or reject such vendors and subcontractors at its 
discretion (“Approved Vendors and Subcontractors”).  All Approved Vendors and 
Subcontractors will provide services at the direction of Consultant, and Consultant 
shall: 1) maintain full responsibility for Approved Vendors and Subcontractors 
meeting all of Consultant’s obligations hereunder, and 2) indemnify and hold 
harmless NYeC and its Representatives and NYSDOH from any and all claims 
arising from or relating to the services provided by Approved Vendors and 
Subcontractors, including, without limitation, claims for payment in connection with 
the provision of Services and Deliverables. 

12.  Conflicts of Interest 

Consultant represents and warrants that (i) the work hereunder will not create an actual or 
apparent conflict of interest with any other work it might perform and (ii) Consultant is 
not subject to any statute, regulation, ordinance or rule that will limit its ability to 
perform the obligations under this Agreement.  The parties agree that Consultant shall be 
free to accept other work during the term hereof; provided, however, that the Consultant 
is aware of the business strategy of NYeC, such other work shall not interfere with the 
provision of Services and/or Deliverables. Under no circumstances will NYeC prohibit 
the consultant from performing work (x) where the work product is to be operationalized 
outside of the state of New York or (y) under its pre-existing work relationships with any 
Regional Health Information Organizations (also referred to as “Qualified Entities” or 
“QEs”). 

13. Proprietary and Confidential Information 

a. NYeC Confidential Information. Consultant acknowledges and agrees that in 
performing its obligations under this Agreement, Consultant may have access to or be 
exposed to, directly or indirectly, confidential information that is proprietary to 
NYeC.  Confidential Information means all information, whether in written, oral, 
visual, magnetic, electronic or any other form, furnished prior to or after the date 
hereof by or on behalf of NYeC or any of its trustees, members, managers, directors, 
officers, partners, associates, affiliates, employees, agents or representatives 
(collectively, “Representatives”) to Consultant or Consultant’s Representatives, and 
all reports, analyses, compilations, studies and other materials prepared by Consultant 
(in whatever form maintained, whether documentary, computer storage or otherwise) 
containing, reflecting or based upon, in whole or in part, any such Confidential 
Information. Confidential Information includes, without limitation, with respect to 
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NYeC and the Grant makers: (a) financial information, business models, pricing and 
margin formulae, business line or customer profitability, promotion plans, sales and 
marketing plans, financing and capital plans, plans for existing business lines, future 
business and marketing plans, and customer lists; (b) all information related to 
company structure, owners, management, employees, assets, income and expenses 
including, without limitation, business, corporate, and operations; (c) know-how, 
techniques, methods, information tools, software development, trade secrets, 
technology, potential products, potential business operations, technical information, 
inventions, product design information, and all other intellectual property information 
or data; and (d) all information, that, if released to unauthorized persons, could be 
detrimental to the business interests of NYeC, its customers or clients. Mingling 
Confidential Information with information of Consultant shall not affect the 
confidential nature or ownership of the Confidential Information.  

b. Exceptions. The term “Confidential Information” does not include information which 
Consultant can document: (i) is or becomes generally available to and known by the 
public other than as a result of a disclosure by Consultant, its Representatives, anyone 
to whom Consultant or any of its Representatives transmits any Confidential 
Information in violation of this Agreement or any third party in violation of NYeC’s 
rights; or (ii) is or becomes known or available to Consultant on a non-confidential 
basis from a source (other than NYeC or one of its Representatives) who acquired the 
Confidential Information in a lawful manner without any violation of NYeC’s rights 
and who is not prohibited from transmitting the information to Consultant or its 
Representatives by a contractual, legal or fiduciary obligation or otherwise in 
violation of NYeC’s rights. For the purposes of this Section 13(b), Confidential 
Information shall only be deemed to be generally available to and known by the 
public if: (a) more than certain individual features or components of such 
Confidential Information are or become known to the public; and (b) such 
Confidential Information is contained in documents, materials or disclosures of 
general circulation and generally accessible to the public.  

c. Representatives. Consultant may disclose Confidential Information to its 
Representatives who are approved in advance by NYeC and only if and to the extent 
that such Representatives reasonably need to know the Confidential Information to 
assist Consultant with the Services and/or Deliverables. Consultant shall inform such 
Representatives of the confidential nature of the Confidential Information and the 
terms of this Agreement and such Representatives shall agree in writing to be bound 
by this Agreement, including the restrictions on disclosure set forth herein. 
Consultant shall be responsible for any actions by its Representatives which are not in 
accordance with these provisions. 

d. Permitted Use/Restrictions. Consultant and its permitted Representatives will review 
and use Confidential Information solely as necessary to proceed with the provision of 
the Services and for no other purpose. Consultant shall, and shall cause each 
permitted Representative to: (i) regard and preserve as confidential all Confidential 
Information which may be obtained from any source as a result of this Agreement; 
(ii) treat Confidential Information with the same degree of care with which it treats its 
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own confidential information, and in no case less than a reasonable degree of care; 
(iii) not alter, decompile, disassemble, reverse engineer, or otherwise modify any 
Confidential Information; (iv) not remove any copyright notice, trademark notice, 
and/or other proprietary legend or indication of confidentiality set forth on or 
contained in any of the Confidential Information; (v) not, without NYeC’s prior 
written consent, disclose or make available to any person, firm or other entity, 
reproduce or transmit, or use (directly or indirectly) for its own benefit or the benefit 
of others, any such Confidential Information in whole or in part; and (vi) promptly 
advise NYeC in writing of any unauthorized use or disclosure of Confidential 
Information of which Consultant becomes aware and shall provide reasonable 
assistance to NYeC to stop such unauthorized use or disclosure. 

e. Legally Compelled Disclosure. If Consultant or any of its Representatives are legally 
required (by oral questions, interrogatories, requests for information or documents, 
subpoena, civil investigative demand or similar process) to disclose any Confidential 
Information, Consultant will promptly notify NYeC of such requirement so that 
NYeC may seek to avoid or minimize the required disclosure and/or to obtain an 
appropriate protective order or other appropriate relief to ensure that any information 
so disclosed is maintained in confidence to the maximum extent possible by the 
agency or other person receiving the disclosure, or, in the discretion of NYeC, to 
waive compliance with the provisions of this Agreement. Consultant will use its 
reasonable efforts to cooperate with NYeC or otherwise to avoid or minimize the 
required disclosure and/or to obtain such protective order or other relief. If, in the 
absence of a protective order or the receipt of a waiver hereunder, Consultant or any 
Representative is compelled to disclose the Confidential Information or else stand 
liable for contempt or suffer other sanction, censure or penalty, Consultant will 
disclose only so much of the Confidential Information to the party compelling 
disclosure as Consultant believes in good faith on the basis of advice of counsel is 
required by law. Consultant shall give NYeC prior notice of the Confidential 
Information Consultant believes Consultant or its Representative is required to 
disclose.  

f.  Return.  Upon request of NYeC at any time, and in any event upon termination of the 
Agreement, Consultant shall return to NYeC all originals as well as copies of all 
Confidential Information and any tangible material containing, prepared on the basis 
of, or reflecting, in whole or in part, any such Confidential Information, or reflecting 
Consultant’s or its Representatives’ review of, or interest in, the Services including, 
without limitation, all reports, analyses, compilations, studies (in whatever form 
maintained, whether documentary, computer storage or otherwise) that are in 
Consultant’s or its Representatives’ possession or control; provided, that Consultant 
may, upon prior written approval of NYeC, destroy certain Confidential Information 
in lieu of its delivery to NYeC. Notwithstanding the delivery or destruction of 
Confidential Information, Consultant will continue to be bound by its obligations of 
confidentiality and other obligations as required hereunder. Thereafter, Consultant 
shall not reveal, publish, use or disclose to anyone else, directly or indirectly, any 
Confidential Information, or permit or assist, by acquiescence or otherwise, anyone 
else to reveal, publish, use or disclose, directly or indirectly, any such Confidential 
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Information. Consultant shall certify in writing to NYeC that all such Confidential 
Information has been returned or destroyed, as the case may be, in accordance with 
this Section 13(f). 

14.  Ownership of Work Product and Deliverables 

a.   Work Product and Deliverables. Consultant agrees that all work product, inventions, 
discoveries, ideas, concepts, designs, specifications, reports, data, software, 
information systems, processes, methods, formulas and techniques, as well as 
improvements thereof or know-how related thereto (collectively “Work Product”) and 
Deliverables which are created by or on behalf of Consultant in the performance of 
this Agreement shall be the sole property of NYeC.  Consultant agrees that all such 
copyrightable Work Product and Deliverables created by it for NYeC shall from 
inception be considered “works made for hire” and shall be the exclusive property of 
NYeC or its designee, and Consultant hereby expressly waives any right or interest it 
may have therein.  To the extent such Work Product, Deliverables or any portion 
thereof may not be considered a “work made for hire”, Consultant hereby assigns all 
its rights, title, interest and ownership in all Work Product and Deliverables created 
hereunder and any portion thereof, throughout the world, to NYeC, including, without 
limitation, all moral rights (and where and to the extent such rights may be non-
assignable, Consultant waives in NYeC’s favor, any and all moral rights) and 
Consultant agrees that NYeC shall be the sole and absolute owner of all Work 
Product and Deliverables created by it hereunder.  Consultant agrees to provide, 
without additional compensation, such instruments, papers and assistance as may 
reasonably be required by NYeC in evidencing or effectuating ownership in NYeC of 
such Work Product and Deliverables, obtaining patents and copyrights for such Work 
Product and Deliverables, and in enforcing any NYeC rights and interests relating to 
such Work Product and Deliverables or to any patents or copyrights resulting 
therefrom, including without limitation the execution by Consultant of all 
applications, assignments and other instruments as NYeC may request.  Consultant’s 
pre-existing intellectual property shall remain the property of Consultant; provided, 
however, that to the extent the Consultant incorporates such intellectual property into 
any materials delivered to NYeC hereunder, Consultant hereby grants to NYeC and 
the Grant Makers a perpetual, royalty-free, non-exclusive license to use such 
intellectual property to carry out the purposes of this Agreement and the Grant 
Contracts. 

b.   No Limitations. Consultant warrants and represents that all of the Work Product, 
Deliverables, findings and recommendations disclosed to NYeC during the term of 
this Agreement may lawfully be disclosed by Consultant and are not subject to any 
patent, license agreement, confidentiality agreement, trade secret law or any other 
restriction on use by or disclosure to NYeC. 

15.   Privacy and Security; Business Associate Agreement 

a.  Proprietary Data.   Consultant acknowledges that all proprietary data and personal 
information it may receive, have access to, or become acquainted with, including but 
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not limited to Personally Identifiable Information, any similar type of information, as 
those terms are defined in EXHIBIT 1 (collectively referred to herein as “Proprietary 
Data”), is confidential.  If in performance of its obligations under the Agreement, 
Consultant will, or is likely to, have access to Proprietary Data, Consultant represents, 
warrants, and covenants that Consultant and its Representatives will meet the 
obligations and restrictions provided in EXHIBIT 1.  Consultant agrees, on behalf of 
itself and its Representatives, not to disclose, directly or indirectly, to anyone, or to 
use or let others use, for any purpose whatsoever, any Proprietary Data, of any type, 
whether or not designated confidential or proprietary, acquired in the course of 
performing under this Agreement. Consultant also agrees not to use or disclose any 
Proprietary Data in violation of securities or insider trading laws.  Consultant shall 
meet the requirements set forth in the Information Security Requirements Addendum 
attached hereto and incorporated herein as EXHIBIT 1, and shall protect any and all 
Proprietary Data in its possession using the same standard of care it uses to protect its 
own confidential and proprietary information, but in no event less than a reasonable 
standard of care or that standard of care which may be required by law, including but 
not limited to the Privacy Rule, as defined in EXHIBIT 1.   

b. Business Associate Agreement. To the extent Consultant is or subsequently becomes 
a Business Associate, as defined in 45 C.F.R. §160.103, or a subcontractor of a 
Business Associate or a Business Associate of a Business Associate due to its 
performance of Services under this Agreement, Consultant agrees, in addition to 
meeting the obligations provided in Section 15(a), to abide by the requirements in the 
Business Associate Agreement attached hereto as EXHIBIT 4 (incorporated herein by 
reference) and under the Privacy Rule and Security Rule, as defined and set forth in 
EXHIBIT 4. 

16.  Equal Employment 

a.   Employment. Consultant will not discriminate against any employee or applicant for 
employment because of race, color, religion, sex, or national origin. Consultant will 
take affirmative action to ensure that applicants are employed, and that employees are 
treated during employment, without regard to their race, color, religion, sex or 
national origin. Such action shall include, but not be limited to the following: 
employment, upgrading, demotion, or transfer; recruitment or recruitment 
advertising; layoff or termination; rates of pay or other forms of compensation; and 
selection for training, including apprenticeship. Consultant agrees to post in 
conspicuous places, available to employees and applicants for employment, notices to 
be provided by the contracting officer setting forth the provisions of this 
nondiscrimination clause.  

b.   Solicitations and Advancements. Consultant will, in all solicitations or advancements 
for employees placed by or on behalf of Consultant, state that all qualified applicants 
will receive consideration for employment without regard to race, color, religion, sex 
or national origin. 

17.  Indemnification  
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During and after the term of this Agreement, Consultant shall, at its sole cost and 
expense, defend, indemnify and hold NYeC and its Representatives, and the Grant 
Makers and all of their respective employees, officers, directors, trustees, agents, 
successors and assigns and representatives harmless from and against any and all Claims 
and Losses (including, without limitation, liquidated damages), which may arise from, 
relate to, or are connected, in whole or in part, out of (i) the Services,  Deliverables 
and/or work product or the negligence or willful misconduct of the Consultant, or any of 
its consultants, contractors or Representatives, (ii) a breach by Consultant or any of its 
consultants, contractors or Representatives, of the terms and conditions of this 
Agreement, (iii) failure of Consultant to perform the Services and its obligations 
hereunder consistent with the applicable Statement of Work, (iv) any alleged breach of 
Section 15, and if applicable, the Business Associate Agreement EXHIBIT 4, or (v) 
Consultant or any of its consultants, contractors, or Representatives, infringes any third 
party’s patent, copyright or other intellectual property rights.  The indemnity required 
herein shall not be limited by reason of the specification of any particular insurance 
coverage.  Consultant shall not settle any Claim without NYeC’s prior written consent.  
Pursuant to this Section 17, NYeC shall have sole discretion to choose and appoint 
counsel to defend against any Claims.  For purposes of this Section 17, the “Claim” 
means any demand, or any civil, criminal, or investigative claim, action, or proceeding 
(including arbitration) asserted, commenced or threatened against an entity or person.  
“Losses” shall mean all judgments, awards, settlements, liabilities, damages, liens and 
claims, and all related costs, expenses and other charges suffered or incurred as a result of 
or in connection with a Claim, including reasonable attorneys’ fees and disbursements, 
costs of investigation, litigation, settlement and judgment, and any taxes, interest, 
penalties and fines with respect to any of the foregoing. 

18.  Insurance  

Unless greater amounts are otherwise specified in the Grant Contracts, Consultant agrees 
to carry, for the term of this Agreement, the following insurance in the amounts indicated 
with insurance carriers that are licensed in the state(s) where the services will be 
performed: 

a.   Commercial General Liability insurance for Bodily Injury and Property Damage for 
limits not less than $1,000,000 per occurrence/$2,000,000 aggregate including 
coverage for Consultant’s obligations, operations, premises (including damage to 
rented premises), independent contractors/subcontractors, defense and/or 
indemnification obligations, products/completed operations, medical expense, 
personal injury and advertising injury on a per-project basis. 

b.   Workers’ Compensation and Employers’ Liability insurance as required by New 
York State Workers’ Compensation Law.  

c.   Professional Liability in the amount of $5,000,000, including, without limitation, 
cybersecurity liability arising out of Consultant’s access, disclosure, use or misuse of 
electronic or paper records and files, including financial, personal, and/or HIPAA-
protected material. Such policy shall also provide coverage for electronic data 
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processing errors and omissions arising out of the development and deployment of the 
Program, covering, as applicable, the work being performed:  technology products 
(hardware, firmware, software), technology information/services, media liability, 
internet media content, network security liability, web content liability, internet 
professional liability, physical theft of data, identity theft. 

d.   Disability Benefits as required by New York State Disability Benefits Law.  

e. Combination Primary and Umbrella/Excess liability policies necessary to meet the 
required limits.  All of the above policies shall be written on an occurrence form – 
claims made forms are not acceptable except for Professional Liability.   

Upon the request of NYeC, the Consultant will submit proper documentation evidencing 
that the above required policies and limits are in effect.  For the Workers Compensation 
and Employee Liability policy, Consultant, upon request from NYeC, will submit a 
properly executed Certificate of NYS Workers’ Compensation Insurance Coverage 
(Form C-105.2).  For the Disability Benefits policy, Consultant, upon request from 
NYeC, will submit a “Certificate of Insurance Coverage: Disability and Paid Family 
Leave Benefits Law” (Form DB-120.1).  For all other types of insurance, Consultant    
will submit a standard ACORD Certificate of Insurance signed by an authorized agent or 
representative of the insurance companies evidencing that the above required policies and 
limits are in effect.  All policies shall provide that the insurance coverage provided will 
be primary and noncontributory with any other applicable insurance.  No reduction in 
coverage or cancellation of policies shall be effected without first giving NYeC 30 days’ 
written notice.  The policies (except for workers’ compensation) shall name NYeC as an 
additional insured.  Consultant and all its insureds shall agree to waive all right of 
subrogation against NYeC and its officers, employees, and agents for losses arising from 
work performed by Consultant for NYeC. 

If, at any time during the term of this Agreement, Consultant is not in compliance with 
the requirements of this Section 18, Consultant shall immediately cease work under the 
Agreement and notify NYeC.  Consultant shall not resume work until and until 
authorized to do so by NYeC.  Any delay, time lost, or additional cost incurred as a result 
of Consultant’s non-compliance with the provisions of this Section 18 shall be the sole 
responsibility of Consultant and shall not give rise to any claim against NYeC.    

19.  Additional Representations of Consultant 

 Consultant represents and warrants that: 

a.   Consultant is a person or a duly organized, validly existing entity and in good 
standing under the laws of the state of its organization, with full power and authority 
to execute and deliver this Agreement and to perform the Services and its obligations 
hereunder.  The execution, delivery and performance of this Agreement have been 
duly authorized by all necessary actions of the Consultant and this Agreement 
constitutes a valid and binding obligation of Consultant, enforceable against 
Consultant in accordance with its terms and conditions, and the consent of no other 
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entity or person is required for Consultant to enter into this Agreement and to fully 
perform the Services and its obligations hereunder. 

b.   The making of this Agreement by Consultant does not violate any applicable law, 
rule, or regulation; any contracts with third parties, or any third-party rights in any 
patent, trademark, copyright, trade secret, or similar right, and Consultant is under no 
obligation to any third party that would in any matter prevent Consultant from 
performing the services required hereunder. 

c.   There is no pending or threatened litigation which may affect the legality, validity or 
enforceability of this Agreement or any of the Services contemplated herein or 
Consultant’s ability to fully perform the Services and its obligations hereunder. 

d.   Consultant has all rights necessary to convey to NYeC the unencumbered ownership 
of the Work Product and Deliverables. 

e.   Except as set forth in EXHIBIT 4 attached hereto (incorporated herein by reference), 
which Consultant has executed and delivered to NYeC concurrently with its 
execution and delivery of this Agreement, it is not presently suspended or debarred or 
proposed for suspension or debarment by any government agency.   

f.   None of the representations or warranties made by Consultant in this Agreement 
(including the Exhibits hereto) and none of the statements contained in any 
agreement, document, report, invoice or Deliverable furnished by or on behalf of 
Consultant to NYeC in connection with this Agreement contain any untrue statement 
of a material fact or omit any material fact necessary to make such statements 
accurate in light of the circumstances under which they were made. 

20.  Compliance  

 Consultant warrants, covenants and agrees that: 

a.  In the performance of services hereunder, Consultant shall not violate any applicable 
law, rule, or regulation; any contracts with third parties, or any third-party rights in 
any patent, trademark, copyright, trade secret, or similar right.  Without limitation of 
the foregoing, Consultant agrees to comply with all federal, state and local statutes, 
regulations, ordinances and rules (including, without limitation, the requirements of 
Article 15 of the New York State Executive Law [Human Rights Law], any grant 
regulations and Executive Orders of the President of the United States applicable to 
the effort contemplated under this Agreement and HIPAA) as well as any and all 
NYeC policies and procedures relating, directly or indirectly, to Consultant’s 
performance hereunder, including but not limited to all applicable laws pertaining to 
equal employment opportunity, insider trading, and procurement integrity. 

b.   Consultant shall comply with the provisions of the New York State Information 
Security Breach and Notification Act (General Business Law Section 899-aa; State 
Technology Law Section 208).   
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c.   Consultant, if it will provide any web-based intranet and Internet information and 
applications development, or programming, will comply with New York State 
Enterprise IT Policy NYS-P08-005, Accessibility of Web-Based information and 
Applications as such policy may be amended, modified or superseded.  

d.   Consultant will comply with the United States Foreign Corrupt Practices Act in 
connection with the Services and the performance of the activities contemplated by 
this Agreement. 

e.   Consultant will not directly or indirectly pay, offer, or authorize payment of anything 
of value (either in the form of compensation, gift, contribution or otherwise) to any 
person, entity or organization contrary to applicable law, including the laws of the 
United States, or create an appearance of impropriety. 

f.   Consultant will not disclose any technical data furnished to it by NYeC or to which it 
has access hereunder to any foreign nation, firm, or country, including foreign 
nationals employed by or associated with the receiving party, nor shall any technical 
data be exported from the United States without first complying with all requirements 
of the International Traffic in Arms Regulations (“ITAR”) or the Export 
Administration Regulations (“EAR”), including the requirement for obtaining any 
export license if applicable.  The receiving party shall first obtain the written consent 
of the disclosing party prior to submitting any request for authority to export any such 
technical data.  The receiving party shall indemnify and hold the disclosing party 
harmless for all claims, demands, damages, costs, fines, penalties, attorney’s fees, and 
all other expenses arising from failure of the receiving party to comply with this 
clause or the ITAR and EAR. 

g.   Consultant shall be solely responsible for obtaining all permits, licenses and 
authorizations necessary or desirable to provide the Services to NYeC. 

h.   All work shall be performed in a workmanlike and professional manner by Consultant 
or by officers, employees, subcontractors, vendors, agents or representatives of 
Consultant having a level of skill in the area commensurate with the requirements of 
the scope of work to be performed, and such work and all Deliverables and/or work 
product shall conform to the requirements and specifications of the applicable 
Statement of Work.   

i.   The Deliverables and/or work product shall not contain any malicious code, 
including, without limitation, Trojan horses, worms, viruses or other disabling 
devices. 

j.  For a duration of one hundred and twenty (120) days after the applicable acceptance 
date of the final Deliverable (“Warranty Period”): (i) the Deliverables and/or work 
product shall perform substantially in accordance with any specifications set forth 
herein or the applicable Statement of Work, and (ii) the media on which the 
Deliverables and/or work product are delivered shall be free from material defects in 
workmanship under normal use; provided, however, that Consultant will have no 
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obligations under this warranty with respect to performance problems or defects 
arising from any use of a Deliverable other than uses authorized by this Agreement or 
the applicable Statement of Work.  In the event of a breach of this warranty whereby 
such defect, error or other failure cannot be corrected by Consultant or is not 
corrected within the applicable cure period set forth herein, in addition to any other 
rights it may have, NYeC shall have the right (i) to terminate this Agreement pursuant 
to Section 6.b and receive a full refund of all amounts paid by NYeC hereunder or 
pursuant to the Payment Schedule in the applicable Statement of Work for Services 
not properly rendered through the date of termination, or (ii) to cure such defects 
through the services of a third party selected by NYeC, in which case Consultant shall 
indemnify NYeC for NYeC’s reasonable costs associated with such third party’s 
services. 

k.   Consultant shall not take any action or conduct in its operations in such manner as to 
bring public ridicule, contempt, censure or disparagement upon NYeC or the Grant 
Makers.  

21.  Publicity 

a.   Except as provided herein, Consultant will not disclose any information or make any 
news release, public announcement, advertisement or other form of publicity 
concerning this Agreement or its efforts in connection therewith without NYeC’s 
prior written consent.  Such approvals may be granted or withheld in NYeC’s sole 
discretion.  Further, Consultant shall not disclose to any third party the identity of any 
of the Grant Makers, Program participants or other organizations for whom 
Consultant is providing or has provided Services, Deliverables and/or work product 
directly or indirectly. 

b.   Any internal or external publication, article, pamphlet or other work of authorship 
produced by Consultant related to or arising out of its performance of its duties and 
obligations under this Agreement, in whatever form and by whatever medium, 
whether it be now known or hereafter devised, including without limitation, the 
Internet, must first be approved in writing by NYeC’s Chief Executive Officer. 

22.  Grant Makers and Grant Clauses 

a.   Consultant agrees that it will not engage in any communication with the Grant 
Makers regarding this Agreement, the Grant Contracts or any issues relating to those 
agreements outside the presence of NYeC without the advance written consent of 
NYeC. 

b.   Consultant shall comply with the terms and conditions of the Federal and State 
Clauses attached hereto as EXHIBIT 3 (“Grant Clauses”) and all work done and/or 
deliverable items shall be produced and performed by Consultant and all of its 
Consultants strictly in accordance with the provisions of the Grant Clauses.  Unless 
otherwise noted in the body of this Agreement, the provisions of the Grant Clauses 
are incorporated into this Agreement by reference in their entirety and are applicable 
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to this Agreement as written to the extent necessary to enable NYeC to fulfill its 
obligations under the Grant Contracts.  These incorporated Grant Clauses are in 
addition to the other clauses, terms, and conditions specifically set forth in this 
Agreement.  For the avoidance of doubt, if a provision of this Agreement is in 
conflict with a provision of the Grant Clauses, the Grant Clauses provision shall 
prevail. 

c.   If a decision is made by a Grant Maker, and such decision pertains to the subject 
matter of this Agreement and is binding on NYeC, then such decision shall also be 
binding upon Consultant and its lower-tiered Consultants with respect to such matter. 
If, as a result of any such decision, NYeC is unable to obtain payment or 
reimbursement from a Grant Maker, or is required to refund or credit to a Grant 
Maker, any amount with respect to any item or matter for which NYeC has 
reimbursed or paid Consultant, Consultant shall, on demand, promptly repay such 
amount to NYeC. NYeC’s maximum liability for any matter connected with or 
related to this Agreement which was properly the subject of a claim is the amount of 
NYeC’s recovery from the Grant Makers for that claim. 

d.   Capitalized terms used in this Agreement and not otherwise defined in this 
Agreement or any Exhibit to this Agreement shall have the meanings ascribed to 
them in the Grant Clauses.   

23.  General Terms 

a.   Survival.  The provisions of this Agreement shall survive the expiration or earlier 
termination of this Agreement, to the extent necessary to give effect to such 
provisions.  Such provisions include, but are not limited to Section 13 (Proprietary 
and Confidential Information), Section 14 (Ownership of Work Product and 
Deliverables), Section 15 (Privacy and Security; Business Associate Agreement), 
Section 16 (Equal Employment), Section 17 (Indemnification), Section 19 
(Additional Representations of Consultant), Section 20 (Compliance), Section 21 
(Publicity), Section 22 (Grant Makers and Grant Clauses), and Section 23 (General). 

b.   Attorneys’ Fees.  In the event suit is brought to enforce or interpret any part of this 
Agreement, the prevailing party shall be entitled to recover as an element of the costs 
of suit, and not as damages, reasonable attorneys’ fees to be fixed by the Court. 

c.   Waiver, Modification and Amendment.  No provision of this Agreement may be 
waived unless in writing, signed by all of the parties hereto.  Waiver of any one 
provision of this Agreement shall not be deemed to be a continuing waiver or a 
waiver of any other provision.  This Agreement may be modified or amended only by 
a written agreement executed by all of the parties hereto. 

d.   Governing Law; Venue.  This Agreement shall be governed by and construed in 
accordance with the laws of the State of New York without regard to choice of law 
principles.  The Consultant agrees that it will be subject to the exclusive jurisdiction 
of the courts of the State of New York in actions that may arise under this Agreement.  
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e.   Dispute Resolution.  The parties will attempt in good faith to resolve through good 
faith negotiations of any dispute, claim or controversy arising out of or relating to this 
Agreement.  If the parties are unable to resolve such dispute, claim or controversy 
through good faith discussions, higher-level management representatives from each 
party shall meet and attempt to resolve the dispute.  Part .  may exercise any right 
available under the law if the disputes cannot be resolved through good faith 
negotiations.  No provision of this Agreement shall prevent either party from 
exercising any right available under the law if (i) good faith efforts to resolve the 
dispute have been unsuccessful, or (ii) interim relief from a court or other 
adjudicative body is necessary to prevent an irreparable injury.  Pending resolution of 
any dispute, Consultant agrees to proceed diligently with the performance of this 
Agreement.  

f.   Assignment; Subcontracting; Successors and Assigns; Third-Party Beneficiaries.  
Neither this Agreement nor any duties or obligations hereunder shall be assigned, 
novated, transferred, or subcontracted by Consultant, whether by operation of 
contract, law or otherwise, except (i) with the express prior written approval of 
NYeC, which approval may be withheld in the sole and absolute discretion of NYeC 
or (ii) in connection with a merger, acquisition or sale to a third party of substantially 
all of the Consultant’s assets, sale of stock or otherwise, to which this Agreement 
relates, and subject, in each case, to such assignee’s written agreement to be bound to 
the terms of this Agreement.  Any attempted assignment by Consultant in violation of 
this prohibition shall be void and of no force and effect.  In the event of a prohibited 
assignment or attempted assignment by Consultant under this clause, the NYeC shall 
have the right to immediately terminate this Agreement pursuant to Section 6(c).  
This Agreement shall be binding upon and inure to the benefit of the heirs, 
successors, assigns, and delegates of NYeC hereto.    

g.   Notices. All notices under this Agreement will be in writing and will be delivered by 
personal service, facsimile or registered mail, return receipt requested, or overnight 
courier to parties indicated below.  All notices will be deemed given when received.  
No objection may be made to the manner of delivery of any notice actually received 
in writing by an authorized agent of a party. 

For NYeC: For Consultant: 

 
 NYeC Legal 
 
New York eHealth Collaborative 
99 Washington Avenue, Suite 1750 
Albany, NY 12210 
phone: 646-817-4101Email:  
counsel@nyehealth.org  
 

 
Name: 
Title: 
Org Name: 
Address: 
 
Phone: 
Email: 
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Copy to: 
 
Hope Redden 
Executive Assistant 
New York eHealth Collaborative 
99 Washington Avenue, Suite 1750 
Albany, NY 12210 
Phone: (518) 299-2096 
Email: hredden@nyehealth.org 
 

Copy to: 
 
Name: 
Title: 
Org Name: 
Address: 
 
Phone: 
Email: 

 

h.   Partial Invalidity.  If any provision of this Agreement is held by a court of competent 
jurisdiction to be invalid, void or unenforceable, the remaining provisions shall 
nevertheless continue in full force without being impaired or invalidated in any 
manner. 

i.   Records; Inspection.  Consultant shall maintain books, records, and documents in 
accordance with accounting procedures and practices which sufficiently and properly 
reflect the services rendered and funds expended in connection with this Agreement.  
All books, records, documents, or other materials associated with this Agreement 
shall be subject to reasonable inspection, review, or audit by NYeC and/or the Grant 
Makers and their designees, during Consultant’s usual business hours and upon prior 
notice.  Consultant shall retain all financial and other records pertaining to its work 
under this Agreement for the balance of the calendar year in which they were made 
and for six (6) years after the termination or expiration of this Agreement or the 
conclusion of any audit pertaining to this Agreement, whichever is later.  Grant 
Makers, the U.S. Department of Health and Human Services, and the agencies’ 
designees, may evaluate through inspection or other means, the quality, 
appropriateness and timeliness of services performed under this contract.  In addition, 
(i) if this Agreement is completely or partially terminated, Consultant shall make 
available the records relating to the work terminated until three (3) years after any 
resulting final termination settlement; and (ii) Consultant shall make available records 
relating to litigation or the settlement of claims arising under or relating to this 
Agreement until such appeals, litigation, or claims are finally resolved. 

j.   Audit.  Consultant shall maintain for a period of six (6) years, fully supported and 
documented electronic and/or paper files corroborating work by Consultant and its 
Representatives on NYeC projects, compliance with laws, regulations and guidelines 
applicable to this Agreement and required screening of all Consultant Representatives 
assigned to NYeC projects, and shall make such files available to NYeC and its 
agents for periodic audit, during normal working hours, at NYeC request.  NYeC will 
determine the scope and protocol of such audits, and Consultant shall assist and 
cooperate in all such audits by NYeC or any of its agents.   
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k.   Order of Precedence.  This Agreement is composed of the documents set forth below.  
In the case of any conflict among these documents, conflicts shall be resolved in the 
order of precedence indicated below:: 

(i)  EXHIBIT 3, Federal and State Clauses  (“the Grant Clauses”) 
(ii)  EXHIBIT 2, Certification Regarding Debarment and Suspension 
(iii) EXHIBIT 4, Business Associate HIPAA Compliance  
(iv)  (The terms and conditions contained in this Master Services Agreement 
(v)  EXHIBIT 1, Information Security Requirements Addendum 

   (vi) Applicable Statement of Work(s) duly executed by the Parties  

l.   Counterparts.  This Agreement may be executed in counterparts, each of which when 
executed will be deemed to be an original, but all of which taken together will 
constitute one and the same agreement. This Agreement will become effective when 
all counterparts have been signed by authorized representatives of the parties and 
have been delivered to the other parties by U.S. mail or other reputable mail or 
courier service, facsimile or other means of electronic transmission. 

m.  Entire Agreement.  This Agreement, together with applicable Statement(s) of Work 
and the following Exhibits contain the entire agreement and understanding of the 
parties with respect to the subject matter hereof, and supersedes and replaces any and 
all prior discussions, representations and understandings, whether oral or written: 

Exhibit 1: Information Security Requirements Addendum  

Exhibit 2: CERTIFICATION REGARDING DEBARMENT AND SUSPENSION 

Exhibit 3:  FEDERAL AND STATE CLAUSES  

Exhibit 4: BUSINESS ASSOCIATE HIPAA COMPLIANCE  

  IN WITNESS WHEREOF, the parties have executed this Agreement through their duly 
authorized representatives. 

New York eHealth Collaborative, Inc. 

 

Consultant 

By: ________________________________ By: ________________________________ 

Name:  Name: 

Title:  Title: 

Date: ____________________________ Date: ____________________________ 

 TIN: 
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EXHIBIT 1 

 
Information Security Requirements Addendum  

NYeC (“NYeC”) and ________________________ (“Consultant”) have entered into an 
Agreement for services as of ________________ (the “Agreement”) which is incorporated 
herein by reference, and hereby agree to the following additional terms and conditions which 
shall be effective as of _____________________. 

1. Definitions  
The following terms have the indicated definitions and meanings:  

“Addendum” or “Requirements” means this Information Security Requirements Addendum. 

“Breach” shall include but is not limited to: (i) any use, loss, destruction, compromise, access, 
disclosure, collection, retention, storage, transfer and/or other act or omission with regard to 
Proprietary Data that is unauthorized, invalid or inconsistent with the Agreement, this Addendum 
and/or any applicable law, regulation or standard and/or otherwise inappropriate; or (ii) any act 
or omission, that causes non-compliance with these Requirements; or (iii) any “breach of the 
security of the system” as defined in NYS General Business Law §899-aa. 

“Consultant” as used in this Addendum means the Consultant identified in the header above.  

“Approved Consultant Resources” shall include, but not be limited to, any contractors, 
subcontractors, consultants, temporary associates or other third parties which Consultant utilizes, 
with NYeC’s prior written approval, to Process (as defined herein) Proprietary Data and/or 
provide Services (as defined herein) to NYeC under the Agreement.  

“Consultant Employees” shall include any employees of Consultant who are utilized by 
Consultant to Process Proprietary Data and/or provide Services to NYeC under the Agreement.  

“Process” or “Processing” means any action taken by Consultant, Consultant Employees and/or 
Approved Consultant Resources in relation to Proprietary Data, to include access, collection, use, 
retention, storage, transfer, disclosure, destruction, and any other operation. 

“Proprietary Data” means data or information provided by or on behalf of NYeC, regardless of 
form or media and regardless of whether it is so designated by NYeC, which includes, but is not 
limited to:  

a) personally identifiable information (“PII”), including, but not limited to, an individual’s: 
(i) Social Security number; (ii) date of birth; (iii) home address; (iv) home/personal 
telephone number; (v) home/personal email address; (vi) user passwords or personal 
identification numbers (“PIN”); (vii) driver’s license or other state or federal 
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identification number; (viii) financial account information; (ix) health or medical 
information, including but not limited to individually identifiable health information and 
protected health information (“PHI”) as such terms are defined in 45 CFR §160.103; (x) 
insurance ID number; or (xi) biometric data; 

b) private information as defined in NYS General Business Law §899-aa; 
c) NYeC employee data, including, but not limited to: (i) human resources data (e.g., Social 

Security number, date of birth, performance reviews, medical information, health 
information, family information, etc.); or (ii) compensation data;  

d) NYeC corporate financial data, including, but not limited to, information on NYeC sales, 
sales projections and corporate strategies, which have not been released to the public;  

e) NYeC application or system user ID and passwords;  
f) data which is specifically identified by NYeC as “Proprietary Data;” or 
g) any of the foregoing even when categorized under a different name (e.g.  a person’s 

social security number used as an account number). 

“Privacy Rule” means the Standards for Privacy of Individually Identifiable Health Information 
at 45 CFR Part 160 and subparts A and E of Part 164. 

“Secure Facility” means the physical location(s) where Proprietary Data can be stored or 
electronically processed.  Physical and environmental security controls are implemented to 
protect the facility housing system resources, the system resources themselves and the facilities 
used to support their operation.  

“Security Rule” means the Security Standards and Implementation Specifications at 45 CFR 
Part 160 and subparts A and C of Part 164. 

“Services” means the Services provided by Consultant, Consultant Employees and/or Approved 
Consultant Resources to NYeC pursuant to the Agreement.  For purposes of this Addendum, 
Services shall include, but not be limited to, Processing as defined herein. 

2. Rights and License in and to Proprietary Data  

Consultant agrees that as between NYeC and Consultant, all rights including any intellectual 
property rights in and to Proprietary Data shall remain the exclusive property of NYeC, and 
Consultant has a limited, nonexclusive license to use this data as provided in the Agreement 
solely for the purpose of performing its obligations thereunder.  Neither the Agreement nor these 
Requirements provide Consultant any rights, implied or otherwise, to Proprietary Data. 

3. Proprietary Data Handling Requirements   

When accessing, storing, processing, or transmitting NYeC Proprietary Data or Systems, 
Consultant shall:  

I. Prohibition of Unauthorized Use or Disclosure – Consultant agrees to hold Proprietary 
Data in strict confidence.  Consultant shall not use or disclose Proprietary Data received 
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from or on behalf of NYeC except as permitted by the Agreement or this Addendum, as 
required by law, or otherwise authorized in writing by NYeC. 
 

II. General Security 
a) process Proprietary Data only in accordance the terms of the applicable agreement 

between NYeC and Consultant, including, without limitation, these Requirements.  

b) Provide evidence of current (within the past 12 months) external security audit such 
as ISO 27001, SOC 2 Type 2 CMMC, PCI DSS ROC, HITRUST or similar. 

c) maintain and utilize a reasonable privacy and security training program applicable to 
all Consultant Employees and Approved Consultant Resources that includes, without 
limitation: 

i. training prior to the commencement of the Services and at least annually 
thereafter; 

ii. training on the roles and responsibilities of Consultant Employees and 
Approved Consultant Resources with respect to the security and privacy of 
Proprietary Data, including incident response training; 

iii. documentation of such training, including content and attendance, which shall 
be provided to NYeC upon request; and 

iv. providing refresher training from time to time and as appropriate, or as part of 
discipline/sanctions, for Consultant Employees and Approved Consultant 
Resources who are not compliant with this Addendum.  

d) have in place written confidentiality agreements or obligations with all Consultant 
Employees and Approved Consultant Resources that are at least as restrictive as those 
in the Agreement and this Addendum. 

e) protect against any anticipated threats or hazards to the security or integrity of 
Proprietary Data, including, without limitation: 

i. reasonable efforts, through the use of industry standard virus and malware 
protection software and other customary procedures, to avoid introducing or 
permitting the introduction of any virus into the NYeC environment; and 

ii. reasonable efforts to regularly check for and delete viruses and malware in the 
Consultant systems used by Consultant to provide the Services by way of 
standard industry virus and malware detection tools. 

f) protect against unauthorized access to or disclosure or use of Proprietary Data which 
could result in substantial harm or inconvenience to NYeC, including, without 
limitation:  

i. implementing administrative, technical and physical security controls to limit 
access by Consultant Employees and Approved Consultant Resources and 
NYeC authorized subcontractors to only the minimum amount of Proprietary 
Data needed to provide the Services in the Agreement 
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g) implement and maintain security policies, procedures, and programs that meet or 
exceed National Institute of Standards and Technology (NIST) 800-53 publication, 
Security and Privacy Controls for Federal Information Systems and Organizations 
(“NIST Security Standard”) and any successor standards thereto.  

h) implement business continuity and disaster recovery plans necessary to ensure 
systems, services, and information are not unavailable for a period in excess of 
twenty-four (24) hours. 

i) implement data breach and incident response policies and procedures. 
j) take prompt corrective action(s) to remedy a violation of (and to prevent future 

violation of) any of these Requirements.  
 

III. Breaches 
a) within one business day of a Breach involving NYeC Proprietary Data being 

suspected and/or confirmed, notify NYeC via email as follows: 
a. Contact the primary contract point of contact; and 
b. NYeC’s information security team at infosec@nyehealth.org; and  

operationscenter@nyehealth.org   
b) take prompt corrective action(s) to remedy a Breach and to prevent future Breach.  
c) take prompt corrective action(s) to remediate any vulnerabilities or security concerns 

in accordance with Consultant’s policies and procedures and this Addendum.  
d)  implement corrective action(s) in a timeframe commensurate with the risk or as 

agreed upon with NYeC.  
e) cooperate fully with NYeC in facilitating investigation and remediation of a Breach.  
f) not inform any third party of any Breach except as specifically required by applicable 

law, without first obtaining NYeC’s prior written consent.  
g)  promptly notify Consultant’s primary NYeC business contact of any complaint 

received related to processing of Proprietary Data. 
 

IV. Where NYeC has provided written authorization for the storage/processing/transmission 
of NYeC Proprietary Data, Consultant shall: 
a) provide for daily back-up of NYeC Proprietary Data and archival of such NYeC 

Proprietary Data at a secure facility 
b) encrypt all Consultant storage devices and networks utilizing industry standard 

encryption techniques 
c)  require all Consultant Resources to use only Consultant owned and managed devices 

to store/process/transmit NYeC Proprietary Data 
d) prohibit storage to portable computing devices, e.g., USB drives, cameras and camera 

phones, and any other portable device that would allow the capturing, printing or 
storing of NYeC Proprietary Data  

mailto:infosec@nyehealth.org
mailto:operationscenter@nyehealth.org
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e) establish written procedures for the disposal of electronic storage devices and 
information, which include the destruction and sanitization of all NYeC Proprietary 
Data, compliant with NIST 800-88, or a NAID certified 4th party 

f) provide industry standard firewalls, both network and device based, that regulate all 
data entering Consultant’s internal data network from any external source, and which 
will enforce secure connections between internal and external systems and will permit 
only specific types of data to pass through 

g) prohibit the use of NYeC Proprietary Data in Consultant non-production 
environments 

h) implement audit controls that record and monitor systems activity continuously, 
including logging of who has accessed NYeC Proprietary Data 
 

V. Consultant Provided Software and/or Code 
a) not knowingly insert or knowingly allow the insertion into the Software of any code 

which would have the effect of wrongfully disabling or otherwise wrongfully shutting 
down all or any portion of the Services. 

b) Train Consultant Employees and Approved Consultant Resources in proper 
techniques for developing secure applications. 

c) upon discovery of software and system vulnerabilities, provide software patches to 
remediate vulnerabilities, based on a severity rating mutually agreed upon by the 
parties, within seven (7) calendar days for High/Critical vulnerabilities, fifteen (15) 
days for Medium vulnerabilities, and thirty (30) days for Low vulnerabilities. 

d) perform application security analysis and testing (also called “verification”) 
according to the verification requirements of an agreed-upon standard (such as the 
OWASP Application Security Verification Standard (ASVS)). Consultant shall 
document verification findings according to the reporting requirements of the 
standard. Consultant shall provide the verification findings to NYeC, at a minimum, 
annually. 

e) where the Services involve the provision of code to be used for NYeC’s website, 
conduct web application security scanning prior to production. If the results of the 
web application scanning identify any security issues, NYeC reserves the right to 
require Consultant to correct those issues deemed critical (by NYeC’s judgement) by 
changing the code at no additional cost to NYeC.  The timeline for the remediation of 
such issues will be negotiated by NYeC and Consultant, but will not exceed a 60-day 
remediation period. 
 

4. Consultant Personnel Requirements 
Consultant shall ensure that, consistent with all applicable legal requirements (including but not 
limited to NYS Human Rights Law) a background check is performed on all Consultant 
Employees and Approved Consultant Resources prior to hiring or otherwise engaging such 

http://www.owasp.org/index.php/Category:OWASP_Application_Security_Verification_Standard_Project
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Consultant Employees and Approved Consultant Resources if they will have access to Proprietary 
Data that includes, at a minimum, the following:  

a) verification of legal authority to work in the United States; 
b) review of an individual’s currently pending arrests or criminal accusations, and any record 

of criminal conviction history in all counties in which the individual resided or worked for 
more than 30 days within the past seven years to ensure personnel have not been convicted 
of (i) a felony offense within the past seven (7) years related to violent crimes, property 
offense, substance abuse, or fraud; or (ii) any misdemeanor related to violent crimes, 
property offense, substance abuse, or fraud.  Criminal conviction history checks include a 
review of all federal, state and local criminal conviction records; and  

c) verification that no personnel are listed on the Office of Inspector General (OIG) sanction 
and disqualification list. 

For purposes of these guidelines, the term “Criminal Conviction” includes probation, deferred 
adjudication and no contest pleas. 

5. Connectivity Requirements    

Where Consultant is permitted to access any internal NYeC systems, applications, or networks 
(collectively “NYeC Systems”), Consultant shall: 

a) only connect to NYeC Systems through the manner and means authorized by NYeC.  
b) not connect to, access, attempt to access, or use any NYeC Systems without the prior 

written authorization of NYeC.  
c) notify NYeC when Consultant Employees or Approved Consultant Resources with access 

to NYeC Systems has left the Consultant or employer, or no longer has need to access 
NYeC Systems. 

d) not use any NYeC System in any way that is illegal, abusive or creates a security risk or 
vulnerability. 

e) Workforce members and third-party users shall be informed that they may not, under any 
circumstances, attempt to prove a suspected weakness in a system or service. 

 
6. Off-Shore Processing 

No NYeC Proprietary Data, including PHI and PII, may be transmitted, accessed or stored 
outside of the United States, including storage via server storage, backup, printing, photography, 
copy, paste or similar functions.  
 
Consultant shall not use a third-party subcontractor or vendor to provide any Services under the 
Agreement, without NYeC’s prior written consent.   
 

7. Certification and Compliance Requirements 
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These Requirements shall apply to all Proprietary Data which is: (i) Processed by Consultant, (ii) 
provided to Consultant by or on behalf of NYeC, or (iii) learned, accessed or otherwise used by 
Consultant during or in connection with the performance of Services under the Agreement, or 
(iv) stored by Consultant   

Further, Consultant shall provide documentary evidence to NYeC to show compliance with the 
applicable Requirements, upon request of NYeC.  Documentary evidence may include, but is not 
limited to, summaries of the Consultant’s applicable security policies and standards, and/or 
written certifications of Proprietary Data destruction. 

8. Compliance with Business Associate Agreement 

In the event the Services result in Consultant becoming a Business Associate, as defined in 45 
CFR §160.103, or a subcontractor or Business Associate of a Business Associate, Consultant 
shall be in compliance with the applicable requirements of (i) the Privacy Rule, including but not 
limited to implementation of appropriate safeguards to protect the privacy and confidentiality of 
any PII in the possession of Consultant, Consultant Employees and/or Approved Consultant 
Resources; (ii) the Security Rule, including but not limited to the implementation of appropriate 
administrative, technical and physical measures to ensure the confidentiality, integrity and 
availability of any electronic PII and to protect against reasonably anticipated threats, hazards 
and unauthorized uses or disclosures of any electronic PII in accordance with the standards and 
implementation specifications under the Security Rule; and (iii) any applicable Business 
Associate Agreement. 

Consultant shall be responsible under this Addendum for any failure of Consultant, 
Consultant Employees and/or Approved Consultant Resources to comply with the terms of 
any applicable Business Associate Agreement or the laws referenced therein applicable to 
Consultant, Consultant Employees and Approved Consultant Resources in the same manner 
and to the same extent it would be responsible for any failure to comply with its other 
obligations under this Addendum. 
 

9. Third Party Compliance    

Consultant shall be solely responsible and liable for ensuring that all Approved Consultant 
Resources who Processes NYeC Proprietary Data as part of Consultant’s performance under the 
Agreement fully comply with the provisions of this Agreement, including but not limited to 
Section 11, Audit Rights. 

10. Non-Compliance    

Consultant’s failure to comply with any Requirement in this Addendum shall constitute a 
material breach of the Agreement(s) with NYeC.  Without limiting any other right or remedy that 
NYeC may have, NYeC reserves the right to terminate, for default or breach, the Agreement as a 
result of such non-compliance in accordance with the terms of the Agreement.  
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11. Audit Rights 

To the extent that Consultant stores or maintains Proprietary Data, Consultant shall, upon 
reasonable notice, allow its data processing facilities, systems, procedures and documentation to 
be inspected by NYeC or designee(s) thereof, to assess compliance with these Requirements, any 
applicable law, and the Agreement between NYeC and Consultant. Consultant shall reasonably 
cooperate with such audit requests by providing access to personnel, physical premises, 
documentation, and infrastructure which Consultant uses to perform its obligations under the 
Agreement.   

In the event that any NYeC Proprietary Data is processed or available through a Consultant 
website, Consultant shall conduct annual penetration tests and vulnerability scans. Within thirty 
(30) days of the completion of such tests and scans, Consultant must provide the results of such 
testing and, where deficiencies have been identified, corrective action plans to NYeC upon 
request.  

12. Delegation by NYeC 

NYeC may delegate any right granted to NYeC under these Requirements.  Consultant shall 
provide such access, information, data, and cooperation to such designee as Consultant is 
required to provide NYeC under these Requirements.  

13. Survival of Requirements 

These Requirements shall remain in effect so long as Consultant has any NYeC Proprietary Data, 
regardless of any termination, amendment or executions of other agreements, and further shall 
remain in effect until Consultant has certified to the satisfaction of NYeC that all Proprietary 
Data held by any Consultant Resources has been destroyed or returned to NYeC, in accordance 
with these Requirements. Where retention of Proprietary Data is required by law, these 
Requirements shall remain in effect for the period required by applicable law, after which time, 
Consultant shall certify to the satisfaction of NYeC that all Proprietary Data held by any 
Consultant Resources has been securely destroyed or returned to NYeC, in accordance with these 
Requirements.   

14. Indemnity 

Notwithstanding any provision to the contrary in the Agreement, Consultant shall defend and 
hold NYeC harmless from all claims, liabilities, damages, or judgements involving a third party, 
including NYeC’s costs and attorney fees, which arise as a result the failure of any Consultant 
Resources to meet any of its obligations under this Addendum. 

15. Amendments 

Any and all proposed or actual changes to this Addendum, including, but not limited to, any 
permitted exceptions to the Requirements herein must be made in writing pursuant to the 
Agreement. 
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IN WITNESS WHEREOF, the Parties have each caused these Requirements to be signed and 
delivered by its duly authorized officer, all as of the date first set forth above.  
 
 

☐ None of the requirements in this document apply 

☒ All requirements in this document apply 

☐ All of the requirements in this document apply, with the exception of: 
 
Section 3, Proprietary Data Handling Requirements 
 ☐ Storing/Transmitting NYeC Confidential Information  

 ☐ Provided Software 
 
☐ Section 5, Connectivity Requirements 
 
   

    
 
NYeC           CONSULTANT   
 
By:            By:        
 
Name:            Name:        
 
Title:            Title:        

Date: ________________      Date: ________________  
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EXHIBIT 2 

 
CERTIFICATION REGARDING DEBARMENT AND SUSPENSION 

 
 Regulations of the Department of Health and Human Services, located at Part 376 of Title 2 of the 
Code of Federal Regulations (CFR), implement Executive Orders 12549 and 12689 concerning 
debarment and suspension of participants in federal programs and activities. Executive Order 12549 
provides that, to the extent permitted by law, Executive Departments and agencies shall participate in a 
government-wide system for non-procurement debarment and suspension. Executive Order 12689 
extends the debarment and suspension policy to procurement activities of the federal government. A 
person who is debarred or suspended by a federal agency is excluded from federal financial and non-
financial assistance and benefits under federal programs and activities, both directly (primary covered 
transaction) and indirectly (lower tier covered transactions). Debarment or suspension by one federal 
agency has government-wide effect. 
 
 Pursuant to the above-cited regulations, NYeC may not knowingly do business with a person who 
is debarred, suspended, proposed for debarment, or subject to other government-wide exclusion 
(including any exclusion from Medicare and State health care program participation on or after August 
25, 1995). 
 
 By signing this Contract or submitting a proposal, the prospective lower tier participant is providing 
the certification set out below: 
 

CERTIFICATION REGARDING DEBARMENT, SUSPENSION, INELIGIBILITY AND 
VOLUNTARY EXCLUSION – LOWER TIER COVERED TRANSACTIONS 

 
a. The certification in this clause is a material representation of fact upon which reliance was placed 

when this transaction was entered into. If it is later determined that the prospective lower tier 
participant knowingly rendered an erroneous certification, in addition to the other remedies available, 
the Federal Government, New York State or the New York State Department of Health may pursue 
available remedies, including suspension and/or debarment.  

b. The prospective lower tier participant shall provide immediate written notice to the person to whom 
this proposal is submitted if at any time the prospective lower tier participant learns that its 
certification was erroneous when submitted or has become erroneous by reason of changed 
circumstances. 

c. The terms covered transaction, debarred, suspended, ineligible, lower tier covered transaction, 
participant, person, primary covered transaction, principal, proposal, and voluntarily excluded, as 
used in this Section, are defined in 2 CFR Part 180, as supplemented by 2 CFR Part 376.  

d. The prospective lower tier participant agrees by signing this contract or submitting a proposal that, 
should the proposed covered transaction be entered into, it shall not knowingly enter into any lower 
tier covered transaction with a person who is proposed for debarment under 2 CFR Part 180, as 
supplemented by 2 CFR Part 376, or 48 CFR Part 9, Subpart 9.4, debarred, suspended, declared 
ineligible, or voluntarily excluded from participation in this covered transaction, unless authorized by 
the New York State Department of Health.  

e. The prospective lower tier participant further agrees by signing this contract or proposal that it will 
include this clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary 
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Exclusion-Lower Tier Covered Transaction,” without modification, in all lower tier covered 
transactions. 

f. A participant in a covered transaction may rely upon a certification of a prospective participant in a 
lower tier covered transaction that it is not proposed for debarment under 2 CFR Part 180, as 
supplemented by 2 CFR Part 376, or 48 CFR Part 9, Subpart 9.4, debarred, suspended, ineligible, or 
voluntarily excluded from covered transactions, unless it knows that the certification is erroneous. A 
participant may decide the method and frequency by which it determines the eligibility of its 
principals. Each participant is strongly encouraged to check the List of Parties Excluded from Federal 
Procurement and Non-procurement Programs in the System for Award Management. 

g. Nothing contained in the foregoing shall be construed to require establishment of a system of records 
in order to render in good faith the certification required by this Section. 

h. Except for transactions authorized under paragraph (d) of this certification, if a participant in a 
covered transaction knowingly enters into a lower tier covered transaction with a person who is 
proposed for debarment under 2 CFR Part 180 or 48 CFR Part 9, Subpart 9.4, suspended, debarred, 
ineligible, or voluntarily excluded from participation in this transaction, in addition to other remedies 
available, the Federal Government, New York State or the New York State Department of Health 
may pursue available remedies, including suspension and/or debarment.  

i. Certification regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion – Lower Tier 
Covered Transactions  

i. The prospective lower tier participant certifies, by signing this Contract or 
submitting a proposal, that neither it nor its principals is presently debarred, 
suspended, proposed for debarment, declared ineligible, or voluntarily excluded 
from participation in this transaction by any federal agency. 

ii. Where the prospective lower tier participant is unable to certify to any of the 
statements in this certification, such prospective participant shall attach an 
explanation to this proposal. 

  
 By my Signature below, I certify that I am authorized to sign this Certification on behalf of my 
organization. 
 
_______________________________ 
Business Name (s) and TAX ID 
 
_______________________________ 
Name and Title 
 
_______________________________ 
Signature  
 
_______________________________ 
Date 
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EXHIBIT 3 

(Pages 36 - 55 of this Exhibit contains required Federal Clauses.  Page 56 through  and 
commencing on page 56 of 76, 2) ‘Appendix A” “ STANDARD CLAUSES FOR NEW 

YORK STATE CONTRACTS.”  New York State Clauses.    

FEDERAL AND STATE CLAUSES 

I. FEDERAL CLAUSES 

Consultant shall comply with all federal and state laws, regulations, and federal and state 
executive orders (EO). The terms and conditions provided in this Exhibit 3 shall be incorporated 
by reference as applicable. In the event of any conflict among the clauses applicable to this 
Exhibit 3 or among any other terms and conditions of this Agreement, including those not 
applicable solely to federal grants and/or contracts, the most stringent clause will apply.  

Consultant agrees to flow down all clauses herein, as applicable, to lower-tier 
subcontractors. For the purposes of such flow-down clauses, references to “NYeC” shall refer to 
Consultant, “Consultant” shall refer to lower tier subcontractors, and “Agreement” shall refer to 
lower tier subcontracts. 

A. CLAUSES APPLICABLE TO AGREEMENTS INVOLVING FUNDS FROM A 
FEDERAL GRANT OR COOPERATIVE AGREEMENT 

If this Agreement involves the use of funds from a Federal government grant or 
cooperative agreement, or funds from a subcontract at any tier relating to a Federal government 
grant or cooperative agreement, the following clauses from 2 C.F.R. part 200, Uniform 
Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards 
(“Uniform Guidance”), are incorporated into and form a part of the terms and conditions of this 
Agreement.   

1. Material Terms of Lower-Tier Subcontracts. Contracts with lower-tier subcontractors 
for more than the simplified acquisition threshold (currently set at $150,000, which is the 
inflation adjusted amount determined by the Civilian Agency Acquisition Council and the 
Defense Acquisition Regulations Council [Councils] as authorized by 41 U.S.C. 1908), must 
address administrative, contractual, or legal remedies in instances where contractors violate or 
breach contract terms, and provide for such sanctions and penalties as appropriate. 

2. Termination of Lower-Tier Subcontracts. Contracts with lower-tier subcontractors in 
excess of $10,000 must address termination for cause and for convenience by Consultant 
including the manner by which it will be effected and the basis for settlement. 

3. Equal Employment Opportunity. Except as otherwise provided under 41 C.F.R. part 
60, to the extent this Agreement or an lower-tier subcontract meets the definition of “federally 
assisted construction contract” in 41 C.F.R. part 60-1.3, Consultant or its subcontractors agree to 
comply with the equal opportunity clause provided under 41 C.F.R. 60-1.4(b), in accordance 
with Executive Order 11246, Equal Employment Opportunity (30 FR 12319, 12935, 3 C.F.R. 
1964-1965 Comp., p. 339) as amended by Executive Order 11375 amending Executive Order 
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11246 Relating to Equal Employment Opportunity, and implementing regulations at 41 C.F.R. 
part 60. 

4. Davis-Bacon Act, as amended (40 U.S.C. 3141-3148). If the Agreement is in excess 
of $2,000 and pertains to construction or repair, and further, if required by Federal program 
legislation, Consultant shall comply with the Davis-Bacon Act (40 U.S.C. 3141-3144, and 3146-
3148) as supplemented by Department of Labor regulations (29 C.F.R. part 5). In accordance 
with the statute, Consultant is required to pay wages to laborers and mechanics at a rate not less 
than the prevailing wages specified in a wage determination made by the Secretary of Labor.  In 
addition, Consultant must pay wages not less than once a week. The Consultant must place a 
copy of the current prevailing wage determination issued by the Department of Labor in each 
solicitation for applicable lower-tier subcontractors. The decision to award a contract or 
subcontract must be conditioned upon the acceptance of the wage determination. The Consultant 
entity must report all suspected or reported violations to HHS and NYeC. 

5. Copeland “Anti-Kickback” Act (40 U.S.C. 3145). If the Agreement is in excess of 
$2,000 and pertains to construction or repair, Consultant shall comply with the Copeland “Anti-
Kickback” Act (40 U.S.C. 3145), as supplemented by Department of Labor regulations (29 
C.F.R. part 3, “Contractors and Subcontractors on Public Building or Public Work Financed in 
Whole or in Part by Loans or Grants from the United States”). The Copeland “Anti-Kickback” 
Act provides in part that Consultant shall be prohibited from inducing, by any means, any person 
employed in the construction, completion, or repair of public work, to give up any part of the 
compensation to which it is otherwise entitled. Consultant must report all suspected or reported 
violations HHS and NYeC. 

6. Contract Work Hours and Safety Standards Act (40 U.S.C. 3701-3708). If the 
Agreement is in excess of $100,000 and involves the employment of mechanics or laborers must 
comply with 40 U.S.C. 3702 and 3704, as supplemented by Department of Labor regulations (29 
C.F.R. part 5). Under 40 U.S.C. 3702 of the Act, Consultant must compute the wages of every 
mechanic and laborer on the basis of a standard work week of 40 hours. Work in excess of the 
standard work week is permissible provided that the worker is compensated at a rate of not less 
than one and a half times the basic rate of pay for all hours worked in excess of 40 hours in the 
work week. The requirements of 40 U.S.C. 3704 are applicable to construction work and provide 
that no laborer or mechanic must be required to work in surroundings or under working 
conditions which are unsanitary, hazardous or dangerous. These requirements do not apply to the 
purchases of supplies or materials or articles ordinarily available on the open market, or contracts 
for transportation or transmission of intelligence. 

7. Rights to Inventions Made Under a Contract or Agreement. If the Agreement is for 
the performance of experimental, developmental, or research work, in connection with a 
“funding agreement” under 37 C.F.R. 401.2 (a), Consultant shall provide for the rights of the 
Federal Government and NYeC in any resulting invention in accordance with 37 C.F.R. part 401, 
“Rights to Inventions Made by Nonprofit Organizations and Small Business Firms Under 
Government Grants, Contracts and Cooperative Agreements,” and comply with the requirements 
of 37 C.F.R. part 401 and any implementing regulations issued by the awarding agency. 

8. Clean Air Act (42 U.S.C. 7401-7671q.) and the Federal Water Pollution Control Act 
(33 U.S.C. 1251-1387), as amended. If the Agreement is in excess of $150,000, Consultant must 
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comply with all applicable standards, orders or regulations issued pursuant to the Clean Air Act 
(42 U.S.C. 7401-7671q) and the Federal Water Pollution Control Act as amended (33 U.S.C. 
1251-1387). Violations must be reported to HHS, the Regional Office of the Environmental 
Protection Agency (EPA), and NYeC. 

9. Debarment and Suspension. Consultant represents and warrants that it is not listed on 
the government-wide exclusions in the System for Award Management (SAM), in accordance 
with the OMB guidelines at 2 C.F.R. part 180 that implement Executive Orders 12549 (3 C.F.R. 
part 1986 Comp., p. 189) and 12689 (3 C.F.R. part 1989 Comp., p. 235), “Debarment and 
Suspension.” SAM Exclusions contains the names of parties debarred, suspended, or otherwise 
excluded by agencies, as well as parties declared ineligible under statutory or regulatory 
authority other than Executive Order 12549. Further, Consultant must comply with 2 C.F.R. part 
180, subpart C and 2 C.F.R. part 3000, subpart C, and must include a requirement to comply 
with these regulations in any lower tier subcontract. Consultant shall have an ongoing duty 
during the term of this Agreement to disclose to NYeC any occurrence that would prevent 
Consultant from making certifying compliance with the requirements contained herein on an 
ongoing basis. Such disclosure shall be made in writing to NYeC within five (5) business days of 
when Consultant discovers or reasonably believes there is a likelihood of such occurrence. 

10. Byrd Anti-Lobbying Amendment (31 U.S.C. 1352). If the Agreement is for $100,000 
or more, Consultant and its subcontractors shall file the certification required by 31 U.S.C. 1352 
and associated regulations. Each tier certifies to the tier above that it will not and has not used 
Federal appropriated funds to pay any person or organization for influencing or attempting to 
influence an officer or employee of any agency, a member of Congress, officer or employee of 
Congress, or an employee of a member of Congress in connection with obtaining any Federal 
contract, grant or any other award covered by 31 U.S.C. 1352. Each tier shall also disclose any 
lobbying with non-Federal funds that takes place in connection with obtaining any Federal 
award. Such disclosures are forwarded from tier to tier up to NYeC. 

By executing the Agreement, Consultant certifies, to the best of his, her or its knowledge 
and belief, that: 

A. No Federal appropriated funds have been paid or will be paid, by or on behalf of the 
Contractor, to any person for influencing or attempting to influence an officer or 
employee of an agency, a Member of Congress, an officer or employee of Congress, 
or an employee of a Member of Congress in connection with the awarding of any 
Federal contract, the making of any Federal grant, the making of any Federal loan, the 
entering into of any cooperative agreement, and the extension, continuation, renewal, 
amendment, or modification of any Federal contract, grant, loan, or cooperative 
agreement. 

B. If any funds other than Federal appropriated funds have been paid or will be paid to 
any person for influencing or attempting to influence an officer or employee of any 
agency, a Member of Congress, an officer or employee of Congress, or an employee 
of a Member of Congress in connection with this Federal contract, grant, loan, or 
cooperative agreement, the Contractor shall complete and submit Standard Form–
LLL, “Disclosure Form to Report Lobbying,” in accordance with its instructions. 
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C. The Contractor shall require that the language of this certification be included in the 
award documents for all subawards at all tiers (including subcontracts, subgrants, and 
contracts under grants, loans, and cooperative agreements) and that all subrecipients 
shall certify and disclose accordingly. 

This certification is a material representation of fact upon which reliance was placed 
when this transaction was made or entered into. Submission of this certification is a prerequisite 
for making or entering into this transaction imposed by section 1352, title 31, U.S. Code. Any 
person who fails to file the required certification shall be subject to a civil penalty of not less 
than $10,000 and not more than $100,000 for each such failure. 

11. Procurement of Recovered Materials (2 C.F.R. part 200.322). A non-federal entity 
that is a state agency or agency of a political subdivision of a state and its contractors must 
comply with section 6002 of the Solid Waste Disposal Act, as amended by the Resource 
Conservation and Recovery Act. If applicable, Consultant shall comply with the requirements of 
section 6002 of the Solid Waste Disposal Act, as amended by the Resource Conservation and 
Recovery Act. The requirements of Section 6002 include procuring only items designated in 
guidelines of the Environmental Protection Agency (EPA) at 40 C.F.R. part 247 that contain the 
highest percentage of recovered materials practicable, consistent with maintaining a satisfactory 
level of competition, where the purchase price of the item exceeds $10,000 or the value of the 
quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste 
management services in a manner that maximizes energy and resource recovery; and establishing 
an affirmative procurement program for procurement of recovered materials identified in the 
EPA guidelines. 

12. Prohibition on certain telecommunications and video surveillance services or 
equipment. Consultant shall comply with 2 C.F.R. 200.216 and is thereby prohibited from 
obligating or expending funds paid under this Agreement to procure or obtain; extend or renew a 
contract to procure or obtain; or enter into a contract (or extend or renew a contract) to procure or 
obtain equipment, services, or systems that uses covered telecommunications equipment or 
services as a substantial or essential component of any system, or as critical technology as part of 
any system. 

13. Domestic preferences for procurements. Consultant shall comply with 2 C.F.R. 
200.322. As appropriate and to the extent consistent with law, the Consultant should, to the 
greatest extent practicable under a Federal award, provide a preference for the purchase, 
acquisition, or use of goods, products, or materials produced in the United States (including but 
not limited to iron, aluminum, steel, cement, and other manufactured products). For the purposes 
of this section, (i) “Produced in the United States” means, for iron and steel products, that all 
manufacturing processes, from the initial melting stage through the application of coatings, 
occurred in the United States; and (ii) “Manufactured products” means items and construction 
materials composed in whole or in part of non-ferrous metals such as aluminum; plastics and 
polymer-based products such as polyvinyl chloride pipe; aggregates such as concrete; glass, 
including optical fiber; and lumber. 

B. CLAUSES APPLICABLE TO AGREEMENTS INVOLVING FUNDS FROM A 
FEDERAL GRANT OR COOPERATIVE AGREEMENT FROM CMS 



 

Page 36 of 69 
 

If this Agreement involves the use of funds from a Federal government grant or 
cooperative agreement, or funds from a subcontract at any tier relating to a Federal government 
grant or cooperative agreement, involving Centers for Medicare & Medicaid Services (“CMS”), 
the following additional provisions shall apply: 

14. Compliance with CMS Uniform Guidance. If this Agreement involves the use of 
funds from a Federal government grant or cooperative agreement, or funds from a subcontract at 
any tier relating to a Federal government grant or cooperative agreement, involving Centers for 
Medicare & Medicaid Services, Consultant shall comply with 45 C.F.R. part 75.   

15. Compliance with CMS Requirements. Consultant shall comply with all procurement 
requirements, laws, and regulations referenced, and required of NYeC to flow down to 
Consultant, in the then-current Centers for Medicare & Medicaid Services Standard 
Grant/Cooperative Agreement Terms and Conditions. All such terms may be found at: 
https://www.cms.gov/About-CMS/Contracting-With-
CMS/ContractingGeneralInformation/Grant-Information/Grants-Resource-Library.    

16. Mandatory Disclosure of Fraud or Misconduct. As is stated under 45 CFR §75.113, 
Contractor must disclose, in a timely manner, in writing to NYeC all violations of Federal 
criminal law involving fraud, bribery, or gratuity violations potentially affecting the Federal 
award. Failure to make required disclosures can result in any of the remedies described in 
§75.371, including suspension or debarment. (See also 2 CFR parts 180 and 376, and 31 U.S.C. 
3321). The HHS Office of the Inspector General (OIG) maintains a toll-free number (1-800-
HHS-TIPS [1-800-447-8477]) for receiving information concerning fraud, waste, or abuse under 
grants and cooperative agreements. Information also may be submitted online at 
https://oig.hhs.gov/fraud/report-fraud/index.asp or by mail to Office of the Inspector General, 
Department of Health and Human Services, and Attn: OIG HOTLINE Operations, P.O. Box 
23489, Washington, DC 20026. 

C. ADDITIONAL CLAUSES INCORPORATED BY REFERENCE  

17. Electronic Healthcare Records. Contractor understands and will comply with 42 
C.F.R part 495. 

18. Cost Allowability. To the extent this Agreement is a cost reimbursement contract 
directly or indirectly relating to a federal award or contract, Consultant shall only charge costs 
that are allowable under the cost principles specified in 45 C.F.R. Part 75, Subpart E, 2 C.F.R. 
Part 200, Subpart E, or 48 C.F.R. Part 31, as applicable, to Consultant’s entity and as 
supplemented or further specified by any federal award or contract award relating to this 
Agreement.” 

19. Recordkeeping. Consultant shall maintain financial records, supporting documents, 
statistical records and all other records pertinent to the Federal award in accordance with 
Generally Accepted Accounting Principles. Accounting records that are supported by 
documentation shall at a minimum be adequate to show all costs incurred under the Federal 
award, receipt, and use of goods and services acquired under the Federal award, the costs of the 
program supplied from other sources, and the overall progress of the Agreement. Consultant 
shall include a provision to this effect in connection with any agreements with sub-tier 

https://www.cms.gov/About-CMS/Contracting-With-CMS/ContractingGeneralInformation/Grant-Information/Grants-Resource-Library
https://www.cms.gov/About-CMS/Contracting-With-CMS/ContractingGeneralInformation/Grant-Information/Grants-Resource-Library
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subcontractors. This provision shall apply until six years after final payment under the 
Agreement. 

20. Access to Records. NYeC, any federal agency, the Comptroller General of the United 
States, or any of their duly authorized representatives, shall have immediate and full access to 
any books, documents, papers, and records of the contractor which are directly pertinent to this 
Agreement the purpose of making audits, examination, excerpts and transcriptions. Consultant 
shall include a provision to this effect in connection with any agreements with sub-tier 
subcontractors. This provision shall apply until six years after final payment under the 
Agreement. 

 

II. STATE CLAUSES 

21. Non-Discrimination.  Contractor acknowledges and agrees, whether or not required 
by Article 15 of the New York State Executive Law (also known as the Human Rights Law) or 
any other State or Federal statutory or constitutional non-discrimination or civil rights 
provisions, including but not limited to the Americans with Disabilities Act, that Contractor will 
not discriminate against any employee or applicant for employment because of race, color, creed, 
religion, sex (including gender identity or expression), national origin, sexual orientation, age, 
disability, pregnancy-related condition, military or veteran status, predisposing genetic 
characteristics, marital or familial status, domestic violence victim status, individual’s 
relationship or association with a member of a protected category or any other basis protected by 
State and/or Federal law. Furthermore, in accordance with Section 220-e of the New York State 
Labor Law, if this is a contract for the construction, alteration or repair of any public building or 
public work or for the manufacture, sale or distribution of materials, equipment or supplies, and 
to the extent that this contact is performed within the State of New York, Contractor agrees that 
neither it nor its authorized subcontractors, if any, shall, by reason of race, color, creed, religion, 
sex, sexual orientation, gender identity or expression, national origin, age, disability, pregnancy-
related condition, military or veteran status, predisposing genetic characteristics, marital or 
familial status, domestic violence victim status, individual’s relationship or association with a 
member of a protected category or any other basis protected by applicable State and/or Federal 
law: (a) discriminate in hiring against any New York State citizen who is qualified and available 
to perform the work; or (b) discriminate against or intimidate any employee hired for the 
performance of work under this Agreement. Contractor is subject to Section 220-e or Section 
239 of the New York State Labor Law for work performed under this Agreement. Pursuant 
thereto, Contractor is subject to fines of $50.00 per person per day for any violation of this 
provision, which may be deducted from any amounts payable under this Agreement, as well as 
possible termination of this Agreement and forfeiture of all moneys due hereunder for a second 
or subsequent violation. 

22. Equal Employment Opportunity.  Contractor and any subcontractors shall undertake 
or continue existing Equal Employment Opportunity (“EEO”) programs to ensure that minority 
group members and women are afforded equal employment opportunities without discrimination 
because of race, creed, color, national origin, sex, age, disability or marital status.  For these 
purposes, EEO shall apply in the areas of recruitment, employment, job assignment, promotion, 
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upgrading, demotion, transfer, layoff, or termination and rates of pay or other forms of 
compensation. 

Contractor and any subcontractors shall have an EEO policy statement that includes the 
following language:  

A. The Contractor will not discriminate against any employee or applicant for 
employment because of race, creed, color, national origin, sex, age, disability or 
marital status, will undertake or continue existing EEO programs to ensure that 
minority group members and women are afforded equal employment opportunities 
without discrimination, and shall make and document its conscientious and active 
efforts to employ and utilize minority group members and women in its workforce. 

B. The Contractor and any subcontractors shall state in all solicitations or advertisements 
for employees that, in the performance of this Contract, all qualified applicants will be 
afforded equal employment opportunities without discrimination because of race, 
creed, color, national origin, sex, age, disability or marital status. 

C. The Contractor and any subcontractors shall request each employment agency, labor 
union, or authorized representative of workers with which it has a collective 
bargaining or other agreement or understanding, to furnish a written statement that 
such employment agency, labor union, or representative will not discriminate on the 
basis of rase, creed, color, national origin, sex, age, disability or marital status, and that 
such union or representative will affirmatively cooperate in the implementation of the 
contractor’s obligations herein. 

The Contractor shall submit a Workforce Utilization Report, and shall require each of its 
subcontractors to submit a Workforce Utilization Report, in such form as shall be required by 
NYeC on a quarterly basis during the term of the Contract. 

Separate forms shall be completed by the Contractor and any subcontractors. 

Pursuant to New York State Executive Order #162 (“Ensuring Pay Equity by State 
Contracts”), Contractor and any subcontractors are also required to report the gross wages paid 
to each of their employees for the work performed by such employees on the contract on a 
quarterly basis. 

23. Public Officers Law.  Contractors, consultants, vendors, and subcontractors may hire 
former employees of the State. However, for informational purposes, in accordance with New 
York Public Officers Law, former employees of the State Agency or Authority may neither 
appear nor practice before the State Agency or Authority, nor receive compensation for services 
rendered on a matter before the State Agency or Authority, for a period of two years following 
their separation from State Agency or Authority service. In addition, former State Agency or 
Authority employees are subject to a “lifetime bar” from appearing before the State Agency or 
Authority or receiving compensation for services regarding any transaction in which they 
personally participated or which was under their active consideration during their tenure with the 
State Agency or Authority. 
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24. Ethics Requirements.  The Contractor and its subcontractors shall not engage any 
person who is, or has been at any time, in the employ of the NYS Department of Health to 
perform services in violation of the provisions of the New York Public Officers Law, other laws 
applicable to the service of State employees, and the rules, regulations, opinions, guidelines or 
policies promulgated or issued by the New York State Joint Commission on Public Ethics, or its 
predecessors (collectively, the “Ethics Requirements”). The Contractor certifies that all of its 
employees and those of its subcontractors who are former employees of the NYS Department of 
Health and who are assigned to perform services under this Contract shall be assigned in 
accordance with all Ethics Requirements. During the Term, no person who is employed by the 
Contractor or its subcontractors and who is disqualified from providing services under this 
Contract pursuant to any Ethics Requirements may share in any net revenues of the Contractor or 
its subcontractors derived from this Contract. The Contractor shall identify and provide NYeC 
with notice of those employees of the Contractor and its subcontractors who are former 
employees of the NYS Department of Health that will be assigned to perform services under this 
Agreement, and make sure that such employees comply with all applicable laws and 
prohibitions. NYeC may request that the Contractor provide whatever information the State 
deems appropriate about each such person’s engagement, work cooperatively with NYeC to 
solicit advice from the New York State Joint Commission on Public Ethics, and, if deemed 
appropriate by NYeC, instruct any such person to seek the opinion of the New York State Joint 
Commission on Public Ethics. NYeC shall have the right to withdraw or withhold approval of 
any subcontractor if utilizing such subcontractor for any work performed hereunder would be in 
conflict with any of the Ethics Requirements. NYeC shall have the right to terminate this 
Agreement at any time if any work performed hereunder is in conflict with any of the Ethics 
Requirements. 

25. Subcontracting 

A. The Contractor agrees not to subcontract any of its services, unless indicated otherwise 
in the applicable Statement of Work, without the prior written approval of NYeC. 
Approval shall not be unreasonably withheld upon receipt of written request to 
subcontract. 

B. The Contractor may arrange for a portion(s) of its responsibilities under this Agreement 
to be subcontracted to qualified, responsible subcontractors, subject to the prior written 
approval of NYeC. If the Contractor determines to subcontract a portion of the services, 
the subcontractors must be clearly identified and the nature and extent of its 
involvement in and/or proposed performance under this Agreement must be fully 
explained by the Contractor to the NYeC. As part of this explanation, the subcontractor 
must submit to NYeC a completed Subcontractor Assurance of No Conflict of Interest 
or Detrimental Effect form (Exhibit B to this Exhibit 3), as required by the Contractor 
prior to execution of this Agreement. 

C. The Contractor retains ultimate responsibility for all services performed under the 
Agreement. 

D. All subcontracts shall be in writing and shall contain provisions which are functionally 
identical to, and consistent with, the provisions of this Agreement including, but not 
limited to, the body of this Agreement and Appendix A to this Exhibit 3 – Standard 
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Clauses for New York State Contracts. All subcontracts between the Contractor and 
subcontractors shall expressly name the State as the sole intended third party 
beneficiary of such subcontract. NYeC reserves the right to review and approve or 
reject any subcontract, as well as any amendment to said subcontract(s), and this right 
shall not make the State or NYeC a party to any subcontract or create any right, claim, 
or interest in the subcontractor or proposed subcontractor against the State or NYeC. 

E. NYeC reserves the right, at any time during the term of the Agreement, to verify that 
the written subcontract between the Contractor and subcontractors is in compliance 
with all of the provisions of this Section and any subcontract provisions contained in 
this Agreement. 

F. The Contractor shall give NYeC immediate notice in writing of the initiation of any 
legal action or suit which relates in any way to a subcontract with a subcontractor or 
which may affect the performance of the Contractor’s duties under the Agreement. Any 
subcontract shall not relieve the Contractor in any way of any responsibility, duty 
and/or obligation of the Agreement. 

G. If at any time during performance under this Agreement total compensation to a 
subcontractor exceeds or is expected to exceed $100,000, that subcontractor shall be 
required to submit and certify a Vendor Responsibility Questionnaire. 

26. Standard Clauses for New York State Contracts.  Contractor shall comply with 
Attachment A, hereto, Standard Clauses for New York State Contracts. 

27. Iran Divestment Act.  Contractor hereby certifies, in accordance with New York State 
Finance Law §165-a that it is not on the “Entities Determined to be Non-Responsive 
Bidders/Offers pursuant to the New York State Iran Divestment Act of 2012” (“Prohibited 
Entities List”) posted at 
https://ogs.ny.gov/system/files/documents/2020/10/irandivestmentlistofentities.pdf . 

Contractor further certifies that it will not utilize on this Agreement any subcontractor 
that is identifies on the Prohibited Entities List.  Contractor agrees that should the Agreement be 
renewed or extended, it must provide the same certification at the time the Agreement is renewed 
or extended.  

NYeC reserves the right to take all appropriate actions and pursue all available remedies 
in the event that Contractor is in violation of the above-referenced certifications during the term 
of the Agreement. 

28. NY COMP. CODES R. & RGS. Tit.10, § 300.  Contractor shall comply with 10 
NYCRR Part 300 to the extent applicable. 

29. NYS Information Security Breach and Notification Act.  Contractor shall comply 
with the provisions of the New York State Information Security Breach and Notification Act 
(General Business Law §899-aa; State Technology Law §208).  Contractor shall be liable for the 
costs associated with such breach if caused by Contractor’s negligent or willful acts or 
omissions, or the negligent or willful acts or omissions of Contractor’s agents, officers, 
employees or subcontractors. 

https://ogs.ny.gov/system/files/documents/2020/10/irandivestmentlistofentities.pdf
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30. Acknowledgment, Ownership and Confidentiality  

A. Any materials, articles, papers, etc., developed by the Contractor under or in the 
course of performing this Agreement shall contain the following, or similar 
acknowledgment: “Funded by the New York State Department of Health”.  Any 
such materials must be reviewed and approved by NYeC and DOH for conformity 
with the policies and guidelines for the New York State Department of Health prior 
to dissemination and/or publication.  It is agreed that such review will be conducted 
in an expeditious manner.  Should the review result in any unresolved disagreements 
regarding content, the Contractor shall be free to publish in scholarly journals along 
with a disclaimer that the views within the Article or the policies reflected are not 
necessarily those of the New York State Department of Health or NYeC.  The 
Contractor acknowledges that DOH through NYeC reserves the right to disallow 
funding for any educational materials not approved through its review process. 

B. Any publishable or otherwise reproducible material developed under or in the course 
of performing this Agreement, dealing with any aspect of performance under this 
Agreement, or of the results and accomplishments attained in such performance, 
shall be the sole and exclusive property of the New York State, and shall not be 
published or otherwise disseminated by the Contractor to any other party unless 
prior written approval is secured from New York State through NYeC or under 
circumstances as indicated in paragraph a above.  Any and all net proceeds obtained 
by the Contractor resulting from any such publication shall belong to and be paid 
over to New York State through NYeC.  New York State shall have a perpetual 
royalty-free, non-exclusive and irrevocable right to reproduce, publish or otherwise 
use, and to authorize others to use, any such material for governmental purposes. 

C. No report, document or other data produced in whole or in part with the funds 
provided under this Agreement may be copyrighted by the Contractor or any of its 
employees, nor shall any notice of copyright be registered by the Contractor or any 
of its employees in connection with any report, document or other data developed 
pursuant to this Agreement. 

D. All reports, data sheets, documents, etc. generated under this contract shall be the 
sole and exclusive property of the DOH.  Upon completion or termination of this 
Agreement the Contractor shall deliver to DOH, through NYeC, upon its demand all 
copies of materials relating to or pertaining to this Agreement.  The Contractor shall 
have no right to disclose or use any of such material and documentation for any 
purpose whatsoever, without the prior written approval of the DOH or its authorized 
agents. 

E. The Contractor, its officers, agents and employees and subcontractors shall treat all 
information, which is obtained through performance under this Agreement, as 
confidential information to the extent required by the laws and regulations of the 
United States and laws and regulations of the State of New York. 

 

31. Technology Provisions; Ownership/Title to Project Deliverables 

a. Definitions 
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 (i)  For purposes of this clause, “Products” means deliverables furnished under this 
Contract by or through Contractor, including existing and custom Products, including, but 
not limited to:  a) components of the hardware environment, b) printed materials 
(including but not limited to training manuals, system and user documentation, reports, 
drawings), whether printed in hard copy or maintained on diskette, CD, DVD or other 
electronic media, c) third party software, d) modifications, customizations, custom 
programs, program listings, programming tools, data, modules, components, e) any 
properties embodied therein, whether in tangible or intangible form (including but not 
limited to utilities, interfaces, templates, subroutines, algorithms, formulas, Source Code, 
object code), and f) any copyright, trademark, or inventions whether patentable or not. 

 (ii) For purposes of this clause, “Existing Products” means Products, whether tangible 
or intangible, owned by Contractor and that exist prior to the commencement of work 
under the Contract.  Contractor bears the burden of proving that a particular product was 
in existence prior to the commencement of the Project. 

 (iii) For purposes of this clause, “Custom Products” means Products, whether 
preliminary, final or otherwise, which are created or developed by Contractor, its 
Subcontractors, partners, employees or agents for the Department under the Contract. 

 

 (iv) For purposes of this clause, “Licensed Products” means Products licensed by the 
Contractor from an independent software vendor proprietary owner. 

b. Title to Project Deliverables 

Contractor acknowledges that it is commissioned by the Department to provide or 
arrange to be provided the Product and the services detailed in the Work Plan.  Pursuant 
to 45 CFR Section 95.617, Contractor shall use its best efforts to provide deliverables 
under the Contract that will allow the Department to make available to other states for 
leverage and reuse project work products, documents, and other related materials 
including system components and code. Unless otherwise specified in writing and agreed 
upon by the Department, the Department shall have ownership and license rights as 
follows: 

 (i)  Existing Products: 

 1. Hardware - Title and ownership of Existing Hardware Product delivered by 
Contractor under the Contract shall not pass to the Department. 

 2. Software - Title and ownership to Existing Software Products delivered by 
Contractor under the Contract, whether or not embedded in, delivered or operating 
in conjunction with hardware or Custom Products, shall remain with Contractor.  
Effective upon acceptance, Contractor grants to the Department a non-exclusive, 
perpetual license to use, execute, reproduce, display, perform, adapt (unless 
Contractor advises the Department as part of Contractor’s proposal that adaptation 
will violate existing agreements or statutes and Contractor demonstrates such to the 
Department) and distribute all Existing Software Product that is normally 



 

Page 43 of 69 
 

commercially distributed on a license basis by the Contractor as necessary to fully 
effect the general business purposes stated in the Work Plan.  

Parties agree that with respect to any subject inventions, the Federal government 
shall have a nonexclusive, nontransferable, irrevocable, paid-up license to practice or 
have practiced for or on behalf of the United States the subject invention throughout the 
world.  

(ii)  Custom Products:  Effective upon creation of Custom Products, Contractor hereby 
conveys, assigns and transfers to the Department the sole and exclusive rights, title 
and interest in Custom Product(s), whether preliminary, final or otherwise, 
including all trademark, copyrights, and inventions whether patentable or not.  
Contractor hereby agrees to take all necessary and appropriate steps to ensure that 
the Custom Products are protected against unauthorized copying, reproduction and 
marketing by or through Contractor, its agents, employees, or Subcontractors.  
Nothing herein shall preclude the Contractor from otherwise using the related or 
underlying general knowledge, skills, ideas, concepts, techniques and experience 
developed under the Work Plan, project definition or work order in the course of 
Contractor’s business.  The Department hereby grants to Contractor a non-exclusive 
license, for the term of this Contract and any contract replacing or superseding this 
Contract and in each case, any renewal thereof, to use, execute, reproduce, display, 
perform, adapt, and distribute the Custom Products(s) in order to perform its 
obligations under this Contract or any contract replacing or superseding this 
Contract or otherwise to use, operate, manage, promote, encourage, and facilitate 
the SHIN-NY. For other purposes, the Department may negotiate in good faith with 
the Contractor a commercial, non-exclusive, perpetual license to use, execute, 
reproduce, display, perform, adapt and distribute the Custom Product(s). 

The Department may, at its discretion, grant licenses under the Creative Commons 
License to Custom Products to any party that the Department deems appropriate. 

(iii) Licensed Products:  Title and ownership to Licensed Products delivered by 
Contractor under the Contract, whether or not embedded in, delivered or operating 
in conjunction with hardware or Custom Products, shall remain with the applicable 
independent software vendor proprietary owner (“ISV”).  Effective upon the earlier 
of the commencement of the Contract or the acceptance by the Contractor of the 
license to a Licensed Product, such Licensed Product shall be licensed to the 
Department on the same terms as the license granted to Contractor; provided, 
however, that Contractor shall use commercially reasonable efforts to obtain for the 
Department a non-exclusive, perpetual license to use, execute, reproduce, display, 
perform, adapt (unless Contractor advises the Department as part of Contractor’s 
proposal that adaptation will violate existing agreements or statutes and Contractor 
demonstrates such to the Department) and distribute Licensed Product as necessary 
to fully effect the general business purposes stated in the Work Plan.  

c. Software source code escrow 

Contractor shall, at the request of the Department, and at Contractor’s sole expense, 
place the source code for any Custom Products under this Contract, any database scripts 
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and any accompanying documentation needed to reconstruct or execute such code in a 
third-party escrow arrangement with a designated escrow agent who shall be named and 
identified to the State.  The Contractor shall certify to the Department that Contractor has 
named the state as a beneficiary of the escrow account and that the source code escrow 
agent has been instructed by Contractor to release to Department the escrowed source 
code, database scripts and any other accompanying documentation needed to reconstruct 
or execute such code, at the expiration of the contract term or in the event that the 
contract is terminated, Contractor files for bankruptcy or becomes insolvent, Contractor 
misrepresents its products or services, Contractor fails to perform work as agreed upon in 
this contract and subsequent agreement, Contractor ceases business operations generally 
or fails to make available maintenance or support services for the then-current version of 
the licensed product, Contractor transfers any ownership interest in the code to any party 
not named in this agreement who has not assumed the obligations hereunder, or 
Contractor transfers all or substantially all of its assets or obligations set forth in this 
agreement to a third party who has not assumed such obligations.   

Source code, as well as any corrections or enhancements to such source code, shall 
be updated for each new release of the Product and such updating of escrow shall be 
certified to the State in writing. Contractor shall identify the escrow agent upon 
commencement of the Contract term and shall certify annually that the escrow remains in 
effect in compliance with the terms of this provision.  The State reserves the right to 
release any escrowed deliverables to a third party for the purpose of maintaining, 
supporting, customizing or reverse engineering deliverables in the event the State 
exercises its rights under this provision. 

 

32. State Grant Contract Information.  Effective April 1, 2018, NYeC has entered into a 
contract with the NYS Department of Health and the New York State Comptroller’s Number for 
the contract is C033555.  Effective April 1, 2023, the New York State Comptroller’s Number for 
NYeC’s contract with NYS Department of Health is C037763.  The Type of Program is 
“Statewide Health Information Network for New York (SHIN-NY)”. 
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EXHIBIT A 

to 

EXHIBIT 3 FEDERAL AND STATE CLAUSES 

Contractor Assurance of No Conflict of Interest or Detrimental Effect 

The CONTRACTOR or Subcontractor 
(hereinafter referred to as “CONTRACTOR”) 
offering to provide services pursuant to New 
York State Department of Health Contract 
#C033555 and/or New York State Department 
of Health Contract #C037763, as applicable, as 
a contractor, joint venture contractor, 
subcontractor, or consultant, attests that its 
performance of the services outlined in this 
contract or proposal does not and will not create 
a conflict of interest with nor position the 
CONTRACTOR to breach any other contract 
currently in force with the State of New York. 

The CONTRACTOR shall disclose any 
existing or contemplated relationship with any 
other person or entity, including relationships 
with any member, shareholders of 5% or more, 
parent, subsidiary, or affiliated 
CONTRACTOR, which would constitute an 
actual or potential conflict of interest or 
appearance of impropriety, relating to other 
clients/customers of the CONTRACTOR or 
former officers and employees of the 
DEPARTMENT and its Affiliates, in 
connection with your rendering services 
enumerated in this Contract. If a conflict does 
or might exist, please describe how you would 
eliminate or prevent it. Indicate what 
procedures will be followed to detect, notify the 
DEPARTMENT of, and resolve any such 
conflicts. The DEPARTMENT will review the 
nature of any relationships and reserves the 
right to terminate this Contract for any reason, 
or for cause, if, in the judgment of the 
DEPARTMENT, a real or potential conflict of 
interest cannot be cured. 

The CONTRACTOR shall disclose whether it, 
or any of its members, shareholders of 5% or 
more, parents, affiliates, or subsidiaries, have 
been the subject of any investigation or 

disciplinary action by the New York State Joint 
Commission on Public Ethics or its predecessor 
State entities (collectively, “Commission”), 
and if so, a brief description must be included 
indicating how any matter before the 
Commission was resolved or whether it 
remains unresolved. The DEPARTMENT will 
review the nature of any relationships and 
reserves the right to terminate this Contract for 
any reason, or for cause, if, in the judgment of 
the DEPARTMENT, a real or potential conflict 
of interest cannot be cured. 

Furthermore, the CONTRACTOR attests that it 
will not act in any manner that is detrimental to 
any New York State contract on which the 
CONTRACTOR is rendering services. 
Specifically, the CONTRACTOR attests that: 

1. The fulfillment of obligations by the 
CONTRACTOR, under this contract, does not 
violate any existing contracts or agreements 
between the CONTRACTOR and the State of 
New York; 

2. The fulfillment of obligations by the 
CONTRACTOR, under this contract, does not 
and will not create any conflict of interest, or 
perception thereof, with any current role or 
responsibility that the CONTRACTOR has 
with regard to any existing contracts or 
agreements between the CONTRACTOR and 
the State of New York; 

3. The fulfillment of obligations by the 
CONTRACTOR, under this contract, does not 
and will not compromise the 
CONTRACTOR’s ability to carry out its 
obligations under any existing contracts 
between the CONTRACTOR and the State of 
New York; 
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4. The fulfillment of any other contractual 
obligations that the CONTRACTOR has with 
the State of New York will not affect or 
influence its ability to perform under any 
contract with the State of New York resulting 
from this Contract; 

5. During the negotiation and execution of this 
Contract, the CONTRACTOR will not 
knowingly take any action or make any 
decision which creates a potential for conflict 
of interest or might cause a detrimental impact 
to New York State as a whole including, but not 
limited to, any action or decision to divert 
resources from one New York State contract to 
another; 

6. In fulfilling obligations under each of its 
New York State contracts, including this 
Contract the CONTRACTOR will act in 
accordance with the terms of each of its New 
York State contracts and will not knowingly 
take any action or make any decision which 
might cause a detrimental impact to the State of 
New York as a whole including, but not limited 
to, any action or decision to divert resources 
from one New York State contract to another; 

7. No former officer or employee of the 
DEPARTMENT who is now employed by the 
CONTRACTOR, nor any former officer or 
employee of the CONTRACTOR who is now 
employed by the DEPARTMENT, has played 

a role with regard to the administration of this 
Contract procurement in a manner that may 
violate section 73(8)(a) of the Public Officers 
Law; and 

8. The CONTRACTOR has not and shall not 
offer to any employee, member or director of 
the DEPARTMENT any gift, whether in the 
form of money, service, loan, travel, 
entertainment, hospitality, thing or promise, or 
in any other form, under circumstances in 
which it could reasonably be inferred that the 
gift was intended to influence said employee, 
member or director, or could reasonably be 
expected to influence said employee, member 
or director, in the performance of the official 
duty of said employee, member or director or 
was intended as a reward for any official action 
on the part of said employee, member or 
director. 

 

CONTRACTOR should note that the 
DEPARTMENT recognizes that conflicts may 
occur in the future because a CONTRACTOR 
may have existing or new relationships. The 
DEPARTMENT will review the nature of any 
such new relationship and reserves the right to 
terminate this contract for cause if, in its 
judgment, a real or potential conflict of interest 
cannot be cured. 

 

Name: ______________________________________ 

Title: _______________________________________ 

 

Signature: ___________________________________ 

 

Date: _______________________________________ 

This form must be signed by an authorized executive or legal representative. 
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EXHIBIT B 

to 

EXHIBIT 3 FEDERAL AND STATE CLAUSES 

Subcontractor Assurance of No Conflict of Interest or Detrimental Effect 

The CONTRACTOR or Subcontractor 
(hereinafter referred to as “CONTRACTOR”) 
offering to provide services pursuant to New 
York State Department of Health Contract 
#C033555 and/or New York State Department of 
Health Contract #C037763, as applicable, as a 
contractor, joint venture contractor, 
subcontractor, or consultant, attests that its 
performance of the services outlined in this 
contract or proposal does not and will not create 
a conflict of interest with nor position the 
CONTRACTOR to breach any other contract 
currently in force with the State of New York. 

The CONTRACTOR shall disclose any existing 
or contemplated relationship with any other 
person or entity, including relationships with any 
member, shareholders of 5% or more, parent, 
subsidiary, or affiliated CONTRACTOR, which 
would constitute an actual or potential conflict of 
interest or appearance of impropriety, relating to 
other clients/customers of the CONTRACTOR or 
former officers and employees of the 
DEPARTMENT and its Affiliates, in connection 
with your rendering services enumerated in this 
Contract. If a conflict does or might exist, please 
describe how you would eliminate or prevent it. 
Indicate what procedures will be followed to 
detect, notify the DEPARTMENT of, and resolve 
any such conflicts. The DEPARTMENT will 
review the nature of any relationships and 
reserves the right to terminate this Contract for 
any reason, or for cause, if, in the judgment of the 
DEPARTMENT, a real or potential conflict of 
interest cannot be cured. 

The CONTRACTOR shall disclose whether it, or 
any of its members, shareholders of 5% or more, 
parents, affiliates, or subsidiaries, have been the 
subject of any investigation or disciplinary action 
by the New York State Joint Commission on 
Public Ethics or its predecessor State entities 
(collectively, “Commission”), and if so, a brief 
description must be included indicating how any 

matter before the Commission was resolved or 
whether it remains unresolved. The 
DEPARTMENT will review the nature of any 
relationships and reserves the right to terminate 
this Contract for any reason, or for cause, if, in 
the judgment of the DEPARTMENT, a real or 
potential conflict of interest cannot be cured. 

Furthermore, the CONTRACTOR attests that it 
will not act in any manner that is detrimental to 
any New York State contract on which the 
CONTRACTOR is rendering services. 
Specifically, the CONTRACTOR attests that: 

1. The fulfillment of obligations by the 
CONTRACTOR, under this contract, does not 
violate any existing contracts or agreements 
between the CONTRACTOR and the State of 
New York; 

2. The fulfillment of obligations by the 
CONTRACTOR, under this contract, does not 
and will not create any conflict of interest, or 
perception thereof, with any current role or 
responsibility that the CONTRACTOR has with 
regard to any existing contracts or agreements 
between the CONTRACTOR and the State of 
New York; 

3. The fulfillment of obligations by the 
CONTRACTOR, under this contract, does not 
and will not compromise the CONTRACTOR’s 
ability to carry out its obligations under any 
existing contracts between the CONTRACTOR 
and the State of New York; 

4. The fulfillment of any other contractual 
obligations that the CONTRACTOR has with the 
State of New York will not affect or influence its 
ability to perform under any contract with the 
State of New York resulting from this Contract; 

5. During the negotiation and execution of this 
Contract, the CONTRACTOR will not 
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knowingly take any action or make any decision 
which creates a potential for conflict of interest or 
might cause a detrimental impact to New York 
State as a whole including, but not limited to, any 
action or decision to divert resources from one 
New York State contract to another; 

6. In fulfilling obligations under each of its New 
York State contracts, including this Contract the 
CONTRACTOR will act in accordance with the 
terms of each of its New York State contracts and 
will not knowingly take any action or make any 
decision which might cause a detrimental impact 
to the State of New York as a whole including, 
but not limited to, any action or decision to divert 
resources from one New York State contract to 
another; 

7. No former officer or employee of the 
DEPARTMENT who is now employed by the 
CONTRACTOR, nor any former officer or 
employee of the CONTRACTOR who is now 
employed by the DEPARTMENT, has played a 
role with regard to the administration of this 
Contract procurement in a manner that may 
violate section 73(8)(a) of the Public Officers 
Law; and 

8. The CONTRACTOR has not and shall not 
offer to any employee, member or director of the 
DEPARTMENT any gift, whether in the form of 
money, service, loan, travel, entertainment, 
hospitality, thing or promise, or in any other form, 
under circumstances in which it could reasonably 
be inferred that the gift was intended to influence 
said employee, member or director, or could 
reasonably be expected to influence said 
employee, member or director, in the 
performance of the official duty of said 
employee, member or director or was intended as 
a reward for any official action on the part of said 
employee, member or director. 

 

CONTRACTOR should note that the 
DEPARTMENT recognizes that conflicts may 
occur in the future because a CONTRACTOR 
may have existing or new relationships. The 
DEPARTMENT will review the nature of any 
such new relationship and reserves the right to 
terminate this contract for cause if, in its 
judgment, a real or potential conflict of interest 
cannot be cured. 

 

Name: ______________________________________ 

 

Title: _______________________________________ 

 

Signature: ___________________________________ 

 

Date: _______________________________________ 

 

This form must be signed by an authorized executive or legal representative. 
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ATTACHMENT A 

to 

EXHIBIT 3 FEDERAL AND STATE CLAUSES 

 

STANDARD CLAUSES FOR NEW YORK STATE CONTRACTS 
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STANDARD CLAUSES FOR NYS CONTRACTS 
 
The parties to the attached contract, license, lease, 
amendment or other agreement of any kind 
(hereinafter, “the contract” or “this contract”) agree to 
be bound by the following clauses which are hereby 
made a part of the contract (the word “Contractor” 
herein refers to any party other than the State, whether 
a contractor, licenser, licensee, lessor, lessee or any 
other party): 
 
1. EXECUTORY CLAUSE.  In accordance with 
Section 41 of the State Finance Law, the State shall 
have no liability under this contract to the Contractor 
or to anyone else beyond funds appropriated and 
available for this contract. 
 
2. NON-ASSIGNMENT CLAUSE.  In accordance 
with Section 138 of the State Finance Law, this 
contract may not be assigned by the Contractor or its 
right, title or interest therein assigned, transferred, 
conveyed, sublet or otherwise disposed of without the 
State’s previous written consent, and attempts to do so 
are null and void.  Notwithstanding the foregoing, such 
prior written consent of an assignment of a contract let 
pursuant to Article XI of the State Finance Law may 
be waived at the discretion of the contracting agency 
and with the concurrence of the State Comptroller 
where the original contract was subject to the State 
Comptroller’s approval, where the assignment is due 
to a reorganization, merger or consolidation of the 
Contractor’s business entity or enterprise. The State 
retains its right to approve an assignment and to require 
that any Contractor demonstrate its responsibility to do 
business with the State.  The Contractor may, however, 
assign its right to receive payments without the State’s 
prior written consent unless this contract concerns 
Certificates of Participation pursuant to Article 5-A of 
the State Finance Law. 
 
3. COMPTROLLER’S APPROVAL.  In accordance 
with Section 112 of the State Finance Law, if this 
contract exceeds $50,000 (or $75,000 for State 
University of New York or City University of New 
York contracts for goods, services, construction and 
printing, and $150,000 for State University Health 
Care Facilities) or if this is an amendment for any 
amount to a contract which, as so amended, exceeds 

said statutory amount, or if, by this contract, the State 
agrees to give something other than money when the 
value or reasonably estimated value of such 
consideration exceeds $25,000, it shall not be valid, 
effective or binding upon the State until it has been 
approved by the State Comptroller and filed in his 
office.  Comptroller’s approval of contracts let by the 
Office of General Services, either for itself or its 
customer agencies by the Office of General Services 
Business Services Center, is required when such 
contracts exceed $85,000. Comptroller’s approval of 
contracts established as centralized contracts through 
the Office of General Services is required when such 
contracts exceed $125,000, and when a purchase order 
or other procurement transaction issued under such 
centralized contract exceeds $200,000. 
 
4. WORKERS’ COMPENSATION BENEFITS. In 
accordance with Section 142 of the State Finance Law, 
this contract shall be void and of no force and effect 
unless the Contractor shall provide and maintain 
coverage during the life of this contract for the benefit 
of such employees as are required to be covered by the 
provisions of the Workers’ Compensation Law. 
 
5. NON-DISCRIMINATION REQUIREMENTS.  
To the extent required by Article 15 of the Executive 
Law (also known as the Human Rights Law) and all 
other State and Federal statutory and constitutional 
non-discrimination provisions, the Contractor will not 
discriminate against any employee or applicant for 
employment, nor subject any individual to harassment, 
because of age, race, creed, color, national origin, 
citizenship or immigration status, sexual orientation, 
gender identity or expression, military status, sex, 
disability, predisposing genetic characteristics, familial 
status, marital status, or domestic violence victim status 
or because the individual has opposed any practices 
forbidden under the Human Rights Law or has filed a 
complaint, testified, or assisted in any proceeding under 
the Human Rights Law.  Furthermore, in accordance 
with Section 220-e of the Labor Law, if this is a contract 
for the construction, alteration or repair of any public 
building or public work or for the manufacture, sale or 
distribution of materials, equipment or supplies, and to 
the extent that this contract shall be performed within 
the State of New York, Contractor agrees that neither it 
nor its subcontractors shall, by reason of race, creed, 
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color, disability, sex, or national origin:  (a) 
discriminate in hiring against any New York State 
citizen who is qualified and available to perform the 
work; or (b) discriminate against or intimidate any 
employee hired for the performance of work under this 
contract.  If this is a building service contract as 
defined in Section 230 of the Labor Law, then, in 
accordance with Section 239 thereof, Contractor 
agrees that neither it nor its subcontractors shall by 
reason of race, creed, color, national origin, age, sex or 
disability:  (a) discriminate in hiring against any New 
York State citizen who is qualified and available to 
perform the work; or (b) discriminate against or 
intimidate any employee hired for the performance of 
work under this contract.  Contractor is subject to fines 
of $50.00 per person per day for any violation of 
Section 220-e or Section 239 as well as possible 
termination of this contract and forfeiture of all 
moneys due hereunder for a second or subsequent 
violation. 
 
6. WAGE AND HOURS PROVISIONS.  If this is a 
public work contract covered by Article 8 of the Labor 
Law or a building service contract covered by Article 
9 thereof, neither Contractor’s employees nor the 
employees of its subcontractors may be required or 
permitted to work more than the number of hours or 
days stated in said statutes, except as otherwise 
provided in the Labor Law and as set forth in 
prevailing wage and supplement schedules issued by 
the State Labor Department.  Furthermore, Contractor 
and its subcontractors must pay at least the prevailing 
wage rate and pay or provide the prevailing 
supplements, including the premium rates for overtime 
pay, as determined by the State Labor Department in 
accordance with the Labor Law.  Additionally, 
effective April 28, 2008, if this is a public work 
contract covered by Article 8 of the Labor Law, the 
Contractor understands and agrees that the filing of 
payrolls in a manner consistent with Subdivision 3-a 
of Section 220 of the Labor Law shall be a condition 
precedent to payment by the State of any State 
approved sums due and owing for work done upon the 
project. 
 
7. NON-COLLUSIVE BIDDING 
CERTIFICATION.  In accordance with Section 139-
d of the State Finance Law, if this contract was 

awarded based upon the submission of bids, Contractor 
affirms, under penalty of perjury, that its bid was 
arrived at independently and without collusion aimed at 
restricting competition.  Contractor further affirms that, 
at the time Contractor submitted its bid, an authorized 
and responsible person executed and delivered to the 
State a non-collusive bidding certification on 
Contractor’s behalf. 
 
8. INTERNATIONAL BOYCOTT 
PROHIBITION.  In accordance with Section 220-f of 
the Labor Law and Section 139-h of the State Finance 
Law, if this contract exceeds $5,000, the Contractor 
agrees, as a material condition of the contract, that 
neither the Contractor nor any substantially owned or 
affiliated person, firm, partnership or corporation has 
participated, is participating, or shall participate in an 
international boycott in violation of the federal Export 
Administration Act of 1979 (50 USC App. Sections 
2401 et seq.) or regulations thereunder.  If such 
Contractor, or any of the aforesaid affiliates of 
Contractor, is convicted or is otherwise found to have 
violated said laws or regulations upon the final 
determination of the United States Commerce 
Department or any other appropriate agency of the 
United States subsequent to the contract’s execution, 
such contract, amendment or modification thereto shall 
be rendered forfeit and void.  The Contractor shall so 
notify the State Comptroller within five (5) business 
days of such conviction, determination or disposition of 
appeal (2 NYCRR § 105.4). 
 
9. SET-OFF RIGHTS.  The State shall have all of its 
common law, equitable and statutory rights of set-off.  
These rights shall include, but not be limited to, the 
State’s option to withhold for the purposes of set-off 
any moneys due to the Contractor under this contract 
up to any amounts due and owing to the State with 
regard to this contract, any other contract with any State 
department or agency, including any contract for a term 
commencing prior to the term of this contract, plus any 
amounts due and owing to the State for any other reason 
including, without limitation, tax delinquencies, fee 
delinquencies or monetary penalties relative thereto.  
The State shall exercise its set-off rights in accordance 
with normal State practices including, in cases of set-
off pursuant to an audit, the finalization of such audit 
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by the State agency, its representatives, or the State 
Comptroller. 
 
10.  RECORDS.  The Contractor shall establish and 
maintain complete and accurate books, records, 
documents, accounts and other evidence directly 
pertinent to performance under this contract 
(hereinafter, collectively, the “Records”).  The 
Records must be kept for the balance of the calendar 
year in which they were made and for six (6) additional 
years thereafter.  The State Comptroller, the Attorney 
General and any other person or entity authorized to 
conduct an examination, as well as the agency or 
agencies involved in this contract, shall have access to 
the Records during normal business hours at an office 
of the Contractor within the State of New York or, if 
no such office is available, at a mutually agreeable and 
reasonable venue within the State, for the term 
specified above for the purposes of inspection, 
auditing and copying.  The State shall take reasonable 
steps to protect from public disclosure any of the 
Records which are exempt from disclosure under 
Section 87 of the Public Officers Law (the “Statute”) 
provided that:  (i) the Contractor shall timely inform 
an appropriate State official, in writing, that said 
records should not be disclosed; and (ii) said records 
shall be sufficiently identified; and (iii) designation of 
said records as exempt under the Statute is reasonable.  
Nothing contained herein shall diminish, or in any way 
adversely affect, the State’s right to discovery in any 
pending or future litigation. 
 
11. IDENTIFYING INFORMATION AND PRIVACY 
NOTIFICATION.  (a) Identification Number(s).  Every invoice 
or New York State Claim for Payment submitted to a New York 
State agency by a payee, for payment for the sale of goods or 
services or for transactions (e.g., leases, easements, licenses, etc.) 
related to real or personal property must include the payee’s 
identification number.  The number is any or all of the following: 
(i) the payee’s Federal employer identification number, (ii) the 
payee’s Federal social security number, and/or (iii) the payee’s 
Vendor Identification Number assigned by the Statewide 
Financial System.  Failure to include such number or numbers 
may delay payment. Where the payee does not have such number 
or numbers, the payee, on its invoice or Claim for Payment, must 
give the reason or reasons why the payee does not have such 
number or numbers. 
 
(b) Privacy Notification.  (1)  The authority to request the above 
personal information from a seller of goods or services or a lessor 
of real or personal property, and the authority to maintain such 
information, is found in Section 5 of the State Tax Law.  

Disclosure of this information by the seller or lessor to the State is 
mandatory. The principal purpose for which the information is 
collected is to enable the State to identify individuals, businesses 
and others who have been delinquent in filing tax returns or may 
have understated their tax liabilities and to generally identify 
persons affected by the taxes administered by the Commissioner 
of Taxation and Finance.  The information will be used for tax 
administration purposes and for any other purpose authorized by 
law. (2) The personal information is requested by the purchasing 
unit of the agency contracting to purchase the goods or services or 
lease the real or personal property covered by this contract or lease. 
The information is maintained in the Statewide Financial System 
by the Vendor Management Unit within the Bureau of State 
Expenditures, Office of the State Comptroller, 110 State Street, 
Albany, New York 12236. 
 
12. EQUAL EMPLOYMENT OPPORTUNITIES 
FOR MINORITIES AND WOMEN.  In accordance 
with Section 312 of the Executive Law and 5 NYCRR 
Part 143, if this contract is:  (i) a written agreement or 
purchase order instrument, providing for a total 
expenditure in excess of $25,000.00, whereby a 
contracting agency is committed to expend or does 
expend funds in return for labor, services, supplies, 
equipment, materials or any combination of the 
foregoing, to be performed for, or rendered or furnished 
to the contracting agency; or (ii) a written agreement in 
excess of $100,000.00 whereby a contracting agency is 
committed to expend or does expend funds for the 
acquisition, construction, demolition, replacement, 
major repair or renovation of real property and 
improvements thereon; or (iii) a written agreement in 
excess of $100,000.00 whereby the owner of a State 
assisted housing project is committed to expend or does 
expend funds for the acquisition, construction, 
demolition, replacement, major repair or renovation of 
real property and improvements thereon for such 
project, then the following shall apply and by signing 
this agreement the Contractor certifies and affirms that 
it is Contractor’s equal employment opportunity policy 
that: 
 
(a)  The Contractor will not discriminate against 
employees or applicants for employment because of 
race, creed, color, national origin, sex, age, disability or 
marital status, shall make and document its 
conscientious and active efforts to employ and utilize 
minority group members and women in its work force 
on State contracts and will undertake or continue 
existing programs of affirmative action to ensure that 
minority group members and women are afforded equal 
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employment opportunities without discrimination.  
Affirmative action shall mean recruitment, 
employment, job assignment, promotion, upgradings, 
demotion, transfer, layoff, or termination and rates of 
pay or other forms of compensation; 
 
(b)  at the request of the contracting agency, the 
Contractor shall request each employment agency, 
labor union, or authorized representative of workers 
with which it has a collective bargaining or other 
agreement or understanding, to furnish a written 
statement that such employment agency, labor union 
or representative will not discriminate on the basis of 
race, creed, color, national origin, sex, age, disability 
or marital status and that such union or representative 
will affirmatively cooperate in the implementation of 
the Contractor’s obligations herein; and  
 
(c)  the Contractor shall state, in all solicitations or 
advertisements for employees, that, in the performance 
of the State contract, all qualified applicants will be 
afforded equal employment opportunities without 
discrimination because of race, creed, color, national 
origin, sex, age, disability or marital status. 
 
Contractor will include the provisions of “(a), (b) and 
(c)” above, in every subcontract over $25,000.00 for 
the construction, demolition, replacement, major 
repair, renovation, planning or design of real property 
and improvements thereon (the “Work”) except where 
the Work is for the beneficial use of the Contractor.  
Section 312 does not apply to:  (i) work, goods or 
services unrelated to this contract; or (ii) employment 
outside New York State.  The State shall consider 
compliance by a contractor or subcontractor with the 
requirements of any federal law concerning equal 
employment opportunity which effectuates the 
purpose of this clause.  The contracting agency shall 
determine whether the imposition of the requirements 
of the provisions hereof duplicate or conflict with any 
such federal law and if such duplication or conflict 
exists, the contracting agency shall waive the 
applicability of Section 312 to the extent of such 
duplication or conflict.  Contractor will comply with 
all duly promulgated and lawful rules and regulations 
of the Department of Economic Development’s 
Division of Minority and Women’s Business 
Development pertaining hereto. 

 
13. CONFLICTING TERMS.  In the event of a 
conflict between the terms of the contract (including 
any and all attachments thereto and amendments 
thereof) and the terms of this Appendix A, the terms of 
this Appendix A shall control. 
 
14. GOVERNING LAW.  This contract shall be 
governed by the laws of the State of New York except 
where the Federal supremacy clause requires otherwise. 
 
15. LATE PAYMENT.  Timeliness of payment and 
any interest to be paid to Contractor for late payment 
shall be governed by Article 11-A of the State Finance 
Law to the extent required by law. 
 
16. NO ARBITRATION.  Disputes involving this 
contract, including the breach or alleged breach thereof, 
may not be submitted to binding arbitration (except 
where statutorily authorized), but must, instead, be 
heard in a court of competent jurisdiction of the State 
of New York. 
 
17. SERVICE OF PROCESS.  In addition to the 
methods of service allowed by the State Civil Practice 
Law & Rules (“CPLR”), Contractor hereby consents to 
service of process upon it by registered or certified 
mail, return receipt requested.  Service hereunder shall 
be complete upon Contractor’s actual receipt of process 
or upon the State’s receipt of the return thereof by the 
United States Postal Service as refused or 
undeliverable.  Contractor must promptly notify the 
State, in writing, of each and every change of address 
to which service of process can be made.  Service by 
the State to the last known address shall be sufficient.  
Contractor will have thirty (30) calendar days after 
service hereunder is complete in which to respond. 
 
18. PROHIBITION ON PURCHASE OF 
TROPICAL HARDWOODS. The Contractor 
certifies and warrants that all wood products to be used 
under this contract award will be in accordance with, 
but not limited to, the specifications and provisions of 
Section 165 of the State Finance Law, (Use of Tropical 
Hardwoods) which prohibits purchase and use of 
tropical hardwoods, unless specifically exempted, by 
the State or any governmental agency or political 
subdivision or public benefit corporation. Qualification 
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for an exemption under this law will be the 
responsibility of the contractor to establish to meet 
with the approval of the State. 
 
In addition, when any portion of this contract 
involving the use of woods, whether supply or 
installation, is to be performed by any subcontractor, 
the prime Contractor will indicate and certify in the 
submitted bid proposal that the subcontractor has been 
informed and is in compliance with specifications and 
provisions regarding use of tropical hardwoods as 
detailed in § 165 State Finance Law. Any such use 
must meet with the approval of the State; otherwise, 
the bid may not be considered responsive. Under 
bidder certifications, proof of qualification for 
exemption will be the responsibility of the Contractor 
to meet with the approval of the State. 
 
19. MACBRIDE FAIR EMPLOYMENT 
PRINCIPLES.  In accordance with the MacBride Fair 
Employment Principles (Chapter 807 of the Laws of 
1992), the Contractor hereby stipulates that the 
Contractor either (a) has no business operations in 
Northern Ireland, or (b) shall take lawful steps in good 
faith to conduct any business operations in Northern 
Ireland in accordance with the MacBride Fair 
Employment Principles (as described in Section 165 of 
the New York State Finance Law), and shall permit 
independent monitoring of compliance with such 
principles. 
 
20.  OMNIBUS PROCUREMENT ACT OF 1992. 
It is the policy of New York State to maximize 
opportunities for the participation of New York State 
business enterprises, including minority- and women-
owned business enterprises as bidders, subcontractors 
and suppliers on its procurement contracts. 
 
Information on the availability of New York State 
subcontractors and suppliers is available from: 
 

NYS Department of Economic Development 
Division for Small Business and Technology 
Development 
625 Broadway 
Albany, New York  12245 
Telephone:  518-292-5100 
 

A directory of certified minority- and women-owned 
business enterprises is available from: 
 

NYS Department of Economic Development 
Division of Minority and Women’s Business 
Development 
633 Third Avenue 33rd Floor 
New York, NY 10017 
646-846-7364 
email: mwbebusinessdev@esd.ny.gov  
https://ny.newnycontracts.com/FrontEnd/searchcert
ifieddirectory.asp 

 
The Omnibus Procurement Act of 1992 (Chapter 844 
of the Laws of 1992, codified in State Finance Law 
§ 139-i and Public Authorities Law § 2879(3)(n)–(p)) 
requires that by signing this bid proposal or contract, as 
applicable, Contractors certify that whenever the total 
bid amount is greater than $1 million: 
 
(a)  The Contractor has made reasonable efforts to 
encourage the participation of New York State 
Business Enterprises as suppliers and subcontractors, 
including certified minority- and women-owned 
business enterprises, on this project, and has retained 
the documentation of these efforts to be provided upon 
request to the State; 
 
(b) The Contractor has complied with the Federal Equal 
Opportunity Act of 1972 (P.L. 92-261), as amended;  
 
(c) The Contractor agrees to make reasonable efforts to 
provide notification to New York State residents of 
employment opportunities on this project through 
listing any such positions with the Job Service Division 
of the New York State Department of Labor, or 
providing such notification in such manner as is 
consistent with existing collective bargaining contracts 
or agreements.  The Contractor agrees to document 
these efforts and to provide said documentation to the 
State upon request; and  
 
(d) The Contractor acknowledges notice that the State 
may seek to obtain offset credits from foreign countries 
as a result of this contract and agrees to cooperate with 
the State in these efforts. 
 
21. RECIPROCITY AND SANCTIONS 
PROVISIONS.  Bidders are hereby notified that if 

mailto:mwbebusinessdev@esd.ny.gov
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fny.newnycontracts.com%2FFrontEnd%2Fsearchcertifieddirectory.asp&data=05%7C01%7CBradley.Allen%40ogs.ny.gov%7C07e93ddbe7724c0737a408db5793a42e%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638200063847647689%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=1QagyzmFXhFPSsIsYt57VrXQpxA4Tw6kD6PHIqJx7wM%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fny.newnycontracts.com%2FFrontEnd%2Fsearchcertifieddirectory.asp&data=05%7C01%7CBradley.Allen%40ogs.ny.gov%7C07e93ddbe7724c0737a408db5793a42e%7Cf46cb8ea79004d108ceb80e8c1c81ee7%7C0%7C0%7C638200063847647689%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=1QagyzmFXhFPSsIsYt57VrXQpxA4Tw6kD6PHIqJx7wM%3D&reserved=0
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their principal place of business is located in a country, 
nation, province, state or political subdivision that 
penalizes New York State vendors, and if the goods or 
services they offer will be substantially produced or 
performed outside New York State, the Omnibus 
Procurement Act 1994 and 2000 amendments (Chapter 
684 and Chapter 383, respectively, codified in State 
Finance Law § 165(6) and Public Authorities Law 
§ 2879(5)) require that they be denied contracts which 
they would otherwise obtain.  NOTE:  As of May 
2023, the list of discriminatory jurisdictions subject to 
this provision includes the states of South Carolina, 
Alaska, West Virginia, Wyoming, Louisiana and 
Hawaii. 
 
22. COMPLIANCE WITH BREACH 
NOTIFICATION AND DATA SECURITY LAWS.  
Contractor shall comply with the provisions of the 
New York State Information Security Breach and 
Notification Act (General Business Law §§ 899-aa and 
899-bb and State Technology Law § 208). 
 
23. COMPLIANCE WITH CONSULTANT 
DISCLOSURE LAW. If this is a contract for 
consulting services, defined for purposes of this 
requirement to include analysis, evaluation, research, 
training, data processing, computer programming, 
engineering, environmental, health, and mental health 
services, accounting, auditing, paralegal, legal or 
similar services, then, in accordance with Section 163 
(4)(g) of the State Finance Law (as amended by 
Chapter 10 of the Laws of 2006), the Contractor shall 
timely, accurately and properly comply with the 
requirement to submit an annual employment report 
for the contract to the agency that awarded the 
contract, the Department of Civil Service and the State 
Comptroller.   
 
24. PROCUREMENT LOBBYING. To the extent 
this agreement is a “procurement contract” as defined 
by State Finance Law §§ 139-j and 139-k, by signing 
this agreement the contractor certifies and affirms that 
all disclosures made in accordance with State Finance 
Law §§ 139-j and 139-k are complete, true and 
accurate.  In the event such certification is found to be 
intentionally false or intentionally incomplete, the 
State may terminate the agreement by providing 

written notification to the Contractor in accordance 
with the terms of the agreement. 
 
25. CERTIFICATION OF REGISTRATION TO 
COLLECT SALES AND COMPENSATING USE 
TAX BY CERTAIN STATE CONTRACTORS, 
AFFILIATES AND SUBCONTRACTORS.   
To the extent this agreement is a contract as defined by 
Tax Law § 5-a, if the contractor fails to make the 
certification required by Tax Law § 5-a or if during the 
term of the contract, the Department of Taxation and 
Finance or the covered agency, as defined by Tax Law 
§ 5-a, discovers that the certification, made under 
penalty of perjury, is false, then such failure to file or 
false certification shall be a material breach of this 
contract and this contract may be terminated, by 
providing written notification to the Contractor in 
accordance with the terms of the agreement, if the 
covered agency determines that such action is in the 
best interest of the State. 
 
26.  IRAN DIVESTMENT ACT.  By entering into 
this Agreement, Contractor certifies in accordance 
with State Finance Law § 165-a that it is not on the 
“Entities Determined to be Non-Responsive 
Bidders/Offerers pursuant to the New York State Iran 
Divestment Act of 2012” (“Prohibited Entities List”) 
posted at:  https://ogs.ny.gov/iran-divestment-act-2012  
 
Contractor further certifies that it will not utilize on this 
Contract any subcontractor that is identified on the 
Prohibited Entities List.  Contractor agrees that should 
it seek to renew or extend this Contract, it must provide 
the same certification at the time the Contract is 
renewed or extended.  Contractor also agrees that any 
proposed Assignee of this Contract will be required to 
certify that it is not on the Prohibited Entities List 
before the contract assignment will be approved by the 
State. 
 
During the term of the Contract, should the state agency 
receive information that a person (as defined in State 
Finance Law § 165-a) is in violation of the above-
referenced certifications, the state agency will review 
such information and offer the person an opportunity to 
respond.  If the person fails to demonstrate that it has 
ceased its engagement in the investment activity which 
is in violation of the Act within 90 days after the 

https://ogs.ny.gov/iran-divestment-act-2012
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determination of such violation, then the state agency 
shall take such action as may be appropriate and 
provided for by law, rule, or contract, including, but 
not limited to, imposing sanctions, seeking 
compliance, recovering damages, or declaring the 
Contractor in default. 
 

The state agency reserves the right to reject any bid, request for 
assignment, renewal or extension for an entity that appears on 
the Prohibited Entities List prior to the award, assignment, 
renewal or extension of a contract, and to pursue a responsibility 
review with respect to any entity that is awarded a contract and 
appears on the Prohibited Entities list after contract award. 
 

1. ADMISSIBILITY OF REPRODUCTION OF 
CONTRACT. Notwithstanding the best evidence rule or any 
other legal principle or rule of evidence to the contrary, the 
Contractor acknowledges and agrees that it waives any and all 
objections to the admissibility into evidence at any court 
proceeding or to the use at any examination before trial of an 
electronic reproduction of this contract, in the form approved by 
the State Comptroller, if such approval was required, regardless 
of whether the original of said contract is in existence. 
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EXHIBIT 4 

BUSINESS ASSOCIATE HIPAA COMPLIANCE  

This Business Associate Agreement (“Agreement”) is entered into by and between New 
York eHealth Collaborative, Inc., with its principal place of business at 99 Washington Avenue, 
Suite 1750, Albany, New York 12210 (“NYeC”) and _______________, with its principal place 
of business at ___________________ (“Business Associate”).  The parties have entered into a 
master services agreement, effective ________________ (the “Underlying Agreement”) under 
which Business Associate may use, receive, have access to, or disclose PHI in its performance of 
the Services (terms as defined below).  In connection with Consultant’s performance of Services, 
Consultant is to be provided with, or will have access to Protected Health Information (as 
defined below) so as to constitute a Business Associate, as defined in 45 C.F.R. §160.103, or a 
subcontractor of or Business Associate of a Business Associate, Consultant agrees to adhere to 
the applicable regulations issued pursuant to the Health Insurance Portability and Accountability 
Act or 1996 (“HIPAA”) and the Health Information Technology for Economic and Clinical 
Health Act (“HITECH”) as may be amended from time to time, by complying with the 
requirements of the Privacy and Security Rules as set forth in this EXHIBIT 4 in connection with 
the performance of Services: 

1. DEFINITIONS  

1.1 Unless otherwise defined in this Agreement, EXHIBIT 4, any and all capitalized 
terms herein shall have the meanings ascribed to them in the Privacy and Security 
Rules or the Underlying Agreement (including any other Exhibits thereto).  

a.  “Beneficiary” means the physician practices, hospitals and other 
healthcare providers for whom NYeC is managing and operating a private, 
statewide health information network of networks and which NYeC is 
engaging Consultant to perform Services under the Underlying 
Agreement. 

b. “Data Aggregation Services” means the combining of PHI by Business 
Associate with the PHI received by the Business Associate in its capacity 
as a business associate of another HIPAA covered entity, to permit data 
analyses that relate to health care operations of the respective covered 
entities. 

c.  “Designated Record Set” has the same meaning as the term “Designated 
Record Set”, as defined in 45 C.F.R. 160.101. 

d. “Electronic Protected Health Information” or “Electronic PHI” means PHI 
which is transmitted by Electronic Media (as defined in the Privacy and 
Security Rules) or maintained in Electronic Media. 

e. “Individual” has the same meaning as the term “Individual”, as defined in 
45 C.F.R. 160.103. 



 

Page 60 of 69 
 

f. “Personally Identifiable Information” or “PII” means any non-public 
information whether in print, electronic, oral, or other medium, that is 
associated with and identifies an individual or an individual’s unique 
identifier.  PII includes: (i) data related, directly or indirectly, to or 
otherwise identifying a patient, a patient’s physician(s), health care 
provider(s) or healthcare plans, medical history or medical records, and/or 
a patient’s family or guardian; (ii) Protected Health Information (as 
defined below); and (iii) all derived information, findings, analysis, data, 
reports or other information learned or developed and based on (i) that 
identifies any individuals in any form.  For purposes of this Agreement, 
Personally Identifiable Information or PII is limited to information 
created, received, or accessed by Consultant as a result of the Underlying 
Agreement. 

g. “Protected Health Information” or “PHI” has the same meaning as the 
term “Protected Health Information”, as defined in 45 C.F.R. 160.103. 
“Protected Health Information” includes without limitation “Electronic 
Protected Health Information” as defined above. 

h. “Representatives” means subcontractors, agents, employees, officers and 
directors, and any third party who is engaged by Business Associate to 
perform Business Associate’s obligations. 

i. “RHIO” means a regional health information organizations that is a 
Qualified Entity in New York State. 

j. “Security Requirements” means the requirements contained in the 
document entitled “Security Requirements,” Appendix A hereto, which is 
incorporated herein by reference and form a material part of this 
Agreement.   

k. “Services” means the services that the Business Associate provides to 
NYeC pursuant to the Underlying Agreement that may involve the use, 
receipt, access to, or disclosure of PHI. 

l. “SHIN-NY” means a private, statewide health information network of 
networks, known as the Statewide Health Information Network of New 
York managed and operated by NYeC. 

2.  OBLIGATIONS OF THE PARTIES WITH RESPECT TO PHI 

2.1  Obligations of Consultant.  With regard to its use and/or disclosure of PHI, and/or 
PII, as specified below, Consultant agrees to: 

a. Ensure that it, its agents, and its subcontractors:  (i) shall use or disclose 
PII only in connection with fulfilling its duties and obligations under this 
Agreement and the Underlying Agreement; (ii) shall not use or disclose 
PII other than as permitted or required by this Agreement or required by 
law; (iii) shall not use or disclose PII in any manner that violates 
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applicable federal and/or state law, or would violate such law if used or 
disclosed in such manner by NYeC; (iv) shall process and store all PII in 
the United States and shall not permit access to any PII by any Business 
Associate Representative who is located outside of the United States; and 
(v) shall only use and disclose the minimum necessary PII for its specific 
purposes. 

b. Ensure that all of its subcontractors and agents that receive, use, or have 
access to PHI agree, in writing, to essentially the same restrictions and 
conditions regarding PHI that apply to Consultant as a Business Associate 
or a subcontractor of or Business Associate of a Business Associate and 
this EXHIBIT 4 with respect to such information. 

c. At the request of NYeC and in the reasonable time and manner specified 
by NYeC, provide access to PHI in a Designated Record Set to 
Beneficiary or, as directed by Beneficiary, to an Individual for inspection 
and copying in order to meet applicable access requirements of the 
Privacy and Security Rules. 

d. Upon 5 days’ written notice by NYeC, make PHI maintained by Business 
Associate in a Designated Record Set available to Beneficiary for 
subsequent amendment by the Individual subject thereof and incorporate 
any amendments to PHI in accordance with applicable law (including, but 
not limited to, the HIPAA Regulations, 45 C.F.R. § 164.526).  

e. Make its internal practices, books, agreements and records, including 
policies and procedures relating to the use and disclosure of PHI, available 
to the Secretary of the U.S. Department of Health and Human Services or 
his/her designee, in the reasonable time and manner specified by the 
Secretary, for purposes of the Secretary determining compliance of NYeC 
and Beneficiary with the Privacy and Security Rules.  Subject to the legal 
privileges referred to above and as otherwise permitted by law, Business 
Associate shall, within 5 business days of receipt of such request, notify 
NYeC of any request for access by HHS and shall provide NYeC with a 
copy of the HHS request for access and all materials to be disclosed 
pursuant thereto 

f. Document such disclosures of PHI as would be required for Beneficiary to 
respond, in accordance with the Privacy and Security Rules, to a request 
by any Individual for an accounting of disclosures of PHI in accordance 
with the requirements of the Privacy and Security Rules. 

g. Make available or provide to NYeC, Beneficiary or the Individual (as 
requested), in a reasonable time and manner specified by NYeC or 
Beneficiary, but in any event within eight (8) days of receiving a request 
in writing therefrom, information collected in accordance with Section 
2.1(e), to permit Beneficiary to respond, in accordance with the Privacy 
and Security Rules, to a request by an Individual for an accounting of 
disclosures of PHI. 
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h. Return to NYeC or destroy, within thirty (30) days (i) after the expiration 
or termination of the Underlying Agreement, all PHI obtained from NYeC 
or created or obtained by Consultant on behalf of NYeC or Beneficiary 
with respect to the Underlying Agreement, including such PHI that is in 
the possession of Consultant’s subcontractors and agents, and retain no 
copies if it is feasible to do so or (ii) as may otherwise be requested by 
NYeC. In the event of destruction of PHI that contains “personal 
identifying information” as defined in New York General Business Law § 
399-h(1)(d), the destruction will occur in conformance with New York 
General Business Law § 399-h(2). If return or destruction of the PHI is 
infeasible as reasonably determined by the Parties, Consultant shall (a) 
notify NYeC of the conditions that make return or destruction infeasible 
within 10 days of the termination of this Agreement or a request for return 
or destruction from NYeC, (i) including a statement  that Business 
Associate has determined that it is infeasable to return or destroy the PHI 
in its possession, and (ii) the specific reasons for such determination, (b)  
extend all protections, limitations and restrictions  contained in this 
EXHIBIT 4 to Consultant’s use and/or disclosure of any retained PHI, and 
(c) limit any further uses and/or disclosures to the purposes that make the 
return or destruction of the PHI infeasible. This Provision shall apply to 
PHI that is in the possession of subcontractors or agents of Consultant.   

2.3  Obligations of NYeC.  By acceptance hereof, NYeC agrees: 

a. to notify Consultant of any limitation(s) in its notice of privacy practices 
in accordance with 45 CFR § 164.520, to the extent that such limitation 
may affect Consultant’s use or disclosure of PHI. 

b. to notify Consultant of any changes in, or revocation of, permission by an 
Individual to use or disclose PHI, to the extent that such changes may 
affect Consultant’s use or disclosure of PHI.  

c. not to request Consultant to use or disclose PHI in any manner that would 
not be permissible under the Privacy and Security Rules if done by NYeC 
or Beneficiary. 

2.4  Effect of changes to the Privacy and Security Rules.  The Parties agree to amend 
this EXHIBIT 4 from time to time upon written notice from a Party requesting 
such amendment to the other Party, and with the agreement of the other Party, as 
is necessary for NYeC and Beneficiary to comply with HIPAA, the Privacy and 
Security Rules, HITECH and any other applicable Law (including provisions of 
federal and New York Law cited herein). 

3. TERMINATION 

The requirements under this EXHIBIT 4 shall terminate when all of the PHI 
obtained from NYeC or created or obtained by Consultant on behalf of NYeC, is 
destroyed or returned to NYeC, or, if it is not feasible to return or destroy the PHI, 
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protections are extended to such information in accordance with applicable 
provisions of this EXHIBIT 4. 

4. MISCELLANEOUS 

4.1 Business Associate shall comply with all laws, rules, and regulations regarding 
the confidentiality of information provided by NYeC and Beneficiary, including, 
without limitation, New York Public Health Law §§ 18 (Access to Patient 
Information) & 2780 et seq.; New York Mental Hygiene Law §§ 22.05 & 33.13; 
New York Civil Rights Law § 79-l; New York General Business Law §§ 399-dd 
(Confidentiality of Social Security Account Number), 399-h, & 899-aa; New 
York Civil Practice Law and Rules (CPLR) §§ 2302(a), 4504, 4507, 4508, & 
4510 and CPLR R. 3122(a); chapter 5 of title 10 of the Official Compilation of 
Codes, Rules, and Regulations of the State of New York (NYCRR); 10 NYCRR § 
63.6(k); Federal Rules of Evidence R. 501; and 21 C.F.R. § 1304.24(d). 

4.2 Interpretation.  The terms of this EXHIBIT 4 shall prevail in the case of any 
conflict with the Underlying Agreement, to the extent necessary to allow NYeC to 
comply with the Privacy and Security Rules and shall be construed in such a 
manner as to be permissible under the Privacy and Security Rules.  In the event of 
an inconsistency between the provisions of this EXHIBIT 4 and mandatory 
provisions of the Privacy and Security Rules, as amended, the Privacy and 
Security Rules shall control.  Where provisions of this EXHIBIT 4 are different 
than those mandated in the Privacy and Security Rules, but are nonetheless 
permitted by the Privacy and Security Rules, the provisions of this EXHIBIT 4 
shall control.  A reference in this EXHIBIT 4 to a section in the Privacy and 
Security Rules means the section as in effect or as amended, and for which 
compliance is required. 

4.3 Survival.  Notwithstanding any other provision of the Underlying Agreement to 
the contrary, the terms of this EXHIBIT 4 shall survive its termination and 
continue indefinitely solely with respect to any PHI the Consultant retains in 
accordance with this EXHIBIT 4. 

4.4 No Third Party Beneficiaries.  Except as expressly stated herein or the Privacy 
Rule, Business Associate and NYeC do not intend to create any rights in any third 
parties.  Nothing in this EXHIBIT 4 shall confer upon any person other than 
Consultant and NYeC and their respective successors or assigns, any rights, 
remedies, obligations, or liabilities whatsoever. 

4.5 Terms.  The terms of this EXHIBIT 4 are hereby incorporated into the Underlying 
Agreement and supplement and/or amend the Underlying Agreement as required 
(and only as required) to allow NYeC to comply with the Privacy and Security 
Rules and other applicable Laws.   

 

END OF TEXT 
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IN WITNESS WHEREOF, the parties have executed this Agreement through their duly 
authorized representatives. 

 

 

 

New York eHealth Collaborative, Inc. Business Associate 

 

By: 
___________________________________ 

 

By: 
_________________________________ 

Name:  
Title:  
New York eHealth Collaborative 
99 Washington Avenue, Suite 1750 
Albany, NY 12210 
Phone: (518) 299-2151 
Email:  
 
Copy to: 
 
Hope Redden 
Executive Assistant 
New York eHealth Collaborative 
99 Washington Avenue, Suite 1750 
Albany, NY 12210 
Phone: (518) 299-2096 
Email: hredden@nyehealth.org 

Name: 
Title: 
Consultant Name: 
Address: 
 
Phone: 
Email: 

 

Date: _______________________________ 

 

 

 

Date: __________________________ 
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APPENDIX A TO BUSINESS ASSOCIATE AGREEMENT 

SECURITY REQUIREMENTS 

1. DEFINITIONS 

1.1 “Potential Access Device” means any device that facilitates the transport, storage, or 
processing of PHI or any device that may be used to access such a device, either directly or via a 
network connection, including without limitation, computers, network switches, and servers. 

1.2 “OSAS” means any operating systems, applications or software that are used in any way in 
connection with Business Associate’s or its Representatives’ performance of the Underlying 
Agreement.  To the extent applicable, OSAS may also include SHIN-NY. 

Terms used but not otherwise defined in the Security Requirements shall have the same 
meanings as those terms are defined in HIPAA and the Business Associate Agreement. 

2. DATA SECURITY PROGRAM 

2.1 Program Requirements.  Business Associate shall implement a data security program 
that is in compliance with HIPAA and the Security Requirements, and shall document the 
implementation of such program.  Any associated technical, organizational, administrative and 
security measures will at a minimum also meet industry standards, including, without limitation, 
ISO 17799 and any successor standards thereto.  The data security program at a minimum must 
address control architecture, encryption and data separation procedures, access control and 
verification, the presence or absence of audit trails, system testing and monitoring, disaster 
recovery and back-up, and program responsibility.  Business Associate shall permit NYeC to 
review the data security program and to inspect Business Associate’s compliance with such 
program upon request.   

2.2 Training.  Business Associate shall provide comprehensive training to all Business 
Associate’s Representatives on the requirements contained herein, and with respect to the access, 
use, disclosure and security of OSAS and PHI, including compliance with HIPAA and all other 
applicable laws.  Further, Business Associate shall provide copies of privacy and data security 
training materials and data breach incident response procedures to NYeC upon request.  Business 
Associate further agrees to provide refresher training from time to time and as appropriate, or as 
part of a disciplinary action, for Representatives who are not compliant with the terms of this 
Agreement.   

2.3 Access.  At any time upon NYeC’s request, Business Associate shall provide NYeC 
with secure access to, and the right to review and retain the entirety of, all PHI in the possession 
or control of Business Associate or any of its Representatives.  Business Associate shall provide 
such access to NYeC in real time and by the means and in the format reasonably requested by 
NYeC.  At no time shall any PHI be stored or held in a form or manner not readily accessible to 
NYeC. 

2.4 Audit.  NYeC shall be allowed, upon reasonable prior notice, to perform an audit of 
the locations of any Business Associate or its Representatives at which PHI is accessed, stored or 
used.  Business Associate and its Representatives shall cooperate fully with any such audit and 
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promptly remedy any deficiency identified by such audit.  Business Associate shall perform 
periodic audits to confirm compliance with this Agreement, and if any deficiency is found, 
Business Associate shall promptly report such deficiency to NYeC and promptly remedy such 
deficiency.  Business Associate shall maintain for inspection: (a) records of entry/exit for 
physical access to the facility that houses Potential Access Devices; (b) records of login/logout 
for access to infrastructure components that secure Potential Access Devices such as firewalls; 
(c) records of login/logout for access to OSAS, and a list of personnel with access to PHI; and 
(d) a list of all access control settings on all communications ports of the systems infrastructure 
that supports Potential Access Devices.  These records shall be available within a reasonable 
time upon request for the previous month, and retained for three years following the termination 
of the Underlying Agreement.  Business Associate shall have certified external auditors verify 
that its OSAS and platform access controls and system logs on Potential Access Devices are 
configured to industry standards.   

2.5 Accounting of Disclosures.  Business Associate shall document such disclosure of PHI 
as would be required for NYeC to respond to a request by any individual to which any PHI pertains, 
for an accounting of disclosures of PHI in accordance with the requirements of HIPAA.   

2.6 Annual Tests.  On at least an annual basis, Business Associate shall engage an 
independent third party to (a) conduct a penetration test of its systems for its hosting of OSAS 
and (b) test OSAS and their software codes for security vulnerability, and shall report the results 
and remedial actions being taken in light thereof, to NYeC in writing within thirty (30) days of 
the test. 

3. BREACH, NOTIFICATION AND CORRECTION  

3.1 Breach 

(a) If Business Associate discovers, has reason to suspect, or is notified of a breach or potential 
breach of security, Business Associate shall immediately, and in no event later than five (5) 
business days of discovery of the breach or potential breach: (a) notify NYeC of such breach or 
potential breach and advise if the breach or potential breach involves PHI, and immediately shut 
down all access to PHI, Potential Access Devices, OSAS, or any other equipment at NYeC’s 
request; (b) investigate (with NYeC’s participation if so desired by NYeC) such breach or 
potential breach; (c) perform a root cause analysis and prepare a corrective action plan; (d) 
provide written reports of its findings and proposed actions to NYeC for its review and approval, 
including its rationale for the determination as to whether a breach has occurred with the 
documentation in support thereof; (e) remediate such breach or potential breach of security and 
prevent its recurrence, and report the remedial actions taken; (f) mitigate any harmful effects of 
such breach; (g) cooperate with NYeC in providing any notices that NYeC deems appropriate, 
and provide to NYeC the identification of each affected individual; and (h) comply with all other 
applicable laws, rules, and regulations then in effect.  Business Associate shall comply with all of 
the above obligations at its sole cost and expense.  

(b) If Business Associate determines that a breach has not occurred, Business Associate shall 
nevertheless provide NYeC with the rationale, and all documentation in support thereof, for its 
assessment.  In the event of a disagreement between the parties as to whether or not a breach has 
occurred, the determination made by NYeC shall control and Business Associate must then 
fulfill all obligations in Section 3.1.    
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(c) Notice.  If the breach was caused or resulted from the acts or omissions of, or breach of this 
Agreement by, Business Associate or its Representatives, Business Associate shall assume 
responsibility for preparing and sending, without unreasonable delay but in no event more than 
60 days after Business Associate’s discovery of the breach, the notice required by HIPAA, 
including, but not limited to: written notice, substitute notice, additional notice in urgent 
situations, and notification to media; provided, however, that the content of any notice shall be 
subject to the prior written approval of NYeC. 

4. MINIMUM DATA SECURITY REQUIREMENTS 

4.1 Potential Access Devices.   

(a) Business Associate will provide physical security measures to Potential Access Devices and 
all physical locations where Potential Access Devices are housed, including, without limitation, 
biometric authentication, door locks, security cameras, 24/7 security guards, controlled access, 
alarms, and prohibition of paper and portable storage devices capable of storing and/or 
transferring data or code in the physical locations.  Business Associate shall limit physical access 
to those who must access the Potential Access Devices and physical locations housing the 
devices for performing the Underlying Agreement.  Access controls must be in place in case of 
emergency, such as loss of power, when electronic control access system may not be available.  
Business Associate and its Representatives shall physically segregate all hardware and software 
in a set of subnets dedicated for exclusive use by NYeC.   

(b) Business Associate shall store PHI on a server dedicated to NYeC and enabled with 
mandatory sign in/sign off capability with personally unique login names and passwords 
different from those for servers that contain third party data or default passwords delivered with 
Potential Access Devices.  Business Associate shall provide such login names and passwords 
only to Business Associate’s Representatives who need them for performance of the Underlying 
Agreement. 

(c) If Business Associate provides Services to NYeC from a location that is shared with one or 
more third parties, Business Associate will only do so with NYeC’s prior written approval.  
Business Associate shall implement safeguards to be approved by NYeC to restrict access to 
NYeC’s Potential Access Devices by third parties sharing the physical space. 

(d) All work involving PHI shall be performed on devices owned and managed by Business 
Associate and Business Associate shall prohibit all Business Associate’s Representatives 
performing work involving PHI from using personal computer equipment for this purpose. 

(e) All access to the Internet or email is disabled from any Potential Access Devices, which shall 
have no removable media ports.  Any PHI on Potential Access Devices or communications 
involving PHI, with NYeC or any third parties relating to the Underlying Agreement must be 
encrypted, in accordance with NYeC’s standards. 

4.2 OSAS 

(a) The default settings on all OSAS shall be to deny all access. 
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(b) Business Associate shall use industry-standard anti-virus and anti-spyware software and 
techniques to protect OSAS from tampering and hacking attempts.  Business Associate shall 
apply the latest security patches to all applicable OSAS in a timely manner, and/or to SHIN-NY 
if applicable.  Critical updates shall be implemented within 24 hours.   

(c) Wherever Business Associate allows access by any of its Representatives to OSAS from a 
network that hosts systems not administered by Business Associate (e.g., the Internet), Business 
Associate shall implement a firewall to help prevent unauthorized access to OSAS or the 
administered systems, and require a two-factor authentication.  The firewall will consist of state-
of-the-art hardware and software designed and properly configured to control or limit access to 
OSAS.  Business Associate will configure such firewall to allow only the amount of network 
connectivity required for OSAS to run.  Business Associate will provide intrusion testing of that 
firewall, and keep it current with all released updates and upgrades throughout the term. 

(d) Windows-based servers housing PHI shall be secured by disabling all unnecessary services.  
All servers shall run headless and have no mouse or keyboard attached.  Linux/Unix servers 
housing PHI shall also have all unnecessary services disabled. 

(e) Usernames and passwords or other authentication mechanisms shall be distributed only to 
those who must access the OSAS for performing the Underlying Agreement, and each 
Representative shall have a unique username and password that cannot be shared with others.  A 
generic ID for administering software shall be assigned to an Information Systems Manager.  
Business Associate shall maintain a list of all usernames and passwords and the names of the 
assigned individuals.   

(f) A log-in to the administrative system used to configure the OSAS and network infrastructure 
shall not simultaneously provide access to PHI.   

(g) All communications and data used for authentication (user names, passwords and 
authentication tokens) over all systems, including OSAS, platform administration utilities and 
public networks, must be encrypted, in accordance with NYeC’s standards and advance 
approval. 

(h) The amount of PHI accessible to Business Associate’s Representatives shall be the minimum 
amount that allows the Representatives to complete their job functions.  If possible, access 
should only be provided on a read-only basis without update access, unless update access is 
necessary. 

(i) All mechanisms by which data is delivered from NYeC to Business Associate require a 
review by and written approval of NYeC. 

4.3 Physical Copies of PHI 

Business Associate shall only print PHI when absolutely necessary.  Whenever Business 
Associate prints any PHI, Business Associate shall safeguard the copies to the same extent as 
their electronic equivalent, including but not limited to, restricting physical access.  Business 
Associate shall not dispose of such copies unless proactive steps are taken to destroy and/or erase 
the information so that none of it can be practically read or reconstructed. 
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4.4 Return of Data.  At any time during the term of the Underlying Agreement and at the 
request and absolute discretion of NYeC, and in the event of expiration or termination of the 
Underlying Agreement, Business Associate shall promptly, but in no event more than ten (10) 
business days after receiving a request from NYeC or the expiration or termination of the 
Underlying Agreement: (a) return to NYeC any PHI in the native format used by the applicable 
OSAS or SHIN-NY; and (b) destroy or irreversibly erase PHI regardless of format (including but 
not limited to, in computers, hard drives, discs, and back-up tapes),using disposal methods that 
comply with the Privacy Rule and Security Rule and which may include, but are not limited to, 
shredding, burning, clearing, purging or otherwise destroying the PHI and/or hardware or 
electronic media so that the PHI is rendered unreadable, indecipherable, and cannot be 
reconstructed .  Business Associate shall (a) confirm in writing all such data has been destroyed 
or irreversibly erased in accordance with this section after conducting testing to confirm and (b) 
set forth the date and manner of such destruction and erasure. 
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