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This document describes the basic technical approach to implementing the common service-
oriented architecture (SOA) for the Statewide Health Information network of New York (SHIN-
NY). The SHIN-NY is an infrastructure pattern that enables widespread interoperability among 
disparate healthcare systems. An implementation of the SHIN-NY architectural pattern may be 
accomplished using any applicable technology components. The information provided herein, 
therefore, is vendor agnostic, and technology agnostic, only espousing technical standards, 
protocols, and architectural patterns. The goal is that users of this work may implement the 
prescribed architecture independently without collusion and achieve interoperability. 

 
The architectural details specified in this document are intended to accommodate implementation 
of the HEAL 5 projects while providing a framework that sets boundaries on the dimensions of 
technical implementation to ensure interoperability and consistent operation. The document is 
intended to describe the relevant interactions among and within Regional Health Information 
Organization (RHIO) Health information Exchanges (HIEs). Within the macro context, the 
SHIN-NY transactions support activities and interactions among a variety of entities, such as 
local health departments (LHDs) within New York, healthcare data sources (e.g. – hospitals, 
physician practices, insurance plans, etc.), and healthcare consumers. The specific nature of this 
kind of activity, however, is not addressed by this documentation. 
 
The SHIN-NY is based on a service-oriented architectural paradigm (SOA), implemented 
through web services operating through an enterprise service bus (ESB), with a four-tier protocol 
stack (see Exhibit 1). The protocol stack, called the Common Health Information eXchange 
Protocol (CHIxP), divides the protocols into categories, with the lower two corresponding to 
system architecture patterns, and the upper two dealing with healthcare architecture patterns. 
This document is primarily concerned with describing a portion of the CHIxP levels 1 & 2 
protocols. 
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Exhibit 1 - SHIN-NY high-level architectural depict ion 

 

 
The SHIN-NY architecture has an overarching principle to be compliant with the national 
standards for healthcare interoperability recognized by the Secretary of the Department of Health 
& Human Services (HHS). Specifically, HHS recognizes interoperability specifications 
containing harmonized standards published by the Healthcare Information Technology Standards 
Panel (HITSP), and as such, the SHIN-NY ESB is a HITSP-compliant and HITSP-consistent 
(where no direct conformance criteria exist) architecture. Similarly, HHS has sponsored a large-
scale development effort to build a national health information exchange capability called the 
Nationwide Health Information Network (NHIN) that instantiates the HITSP standards into real 
networks and systems. SHIN-NY leverages the work of the NHIN effort in its architectural 
framework, as is cited later in this document. 
 
The document presents its assertions in an explanatory flow, and itemizes conformance points in 
the first appendix, which is the Conformance Index. 
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The SHIN-NY implements an ESB for consistent trafficking of information among services and 
nodes within the network. The details of the ESB implementation are presented in this section. 
The intention of this description is not to be overly prescriptive about the construction of the 
ESB, and it is explicitly unintended to prescribe any specific ESB platform, technology, vendor, 
or inner-workings. 
 
�����  
����
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The SHIN-NY ESB is a federated (or “distributed”) ESB, allowing multiple physical ESB 
instantiations to be exposed as one logical instantiation. An integrated physical instantiation of 
the SHIN-NY ESB is referred to as a SHIN-NY ESB node. Several entities will be called upon to 
instantiate and operate SHIN-NY ESB nodes to support statewide transactions. Further, SHIN-
NY ESB nodes may be segmented into domains to partition network traffic, and allow for 
domain-specific ESB functions that are segregated from the broader ESB (see Exhibit 2). 
Typically, a distributed ESB has implications on the statelessness of supported services, since 
having logical sessions split across ESB instantiations is often difficult to navigate. In general 
services active through the ESB should be designed to be stateless wherever possible. 
 
The registry for services and service providers is a key part of the ESB, and the SHIN-NY ESB 
nodes will maintain redundant copies of the registry that are kept in synch via replication or other 
appropriate means. Since SHIN-NY ESB implementers will be relatively few compared with 
service providers, inter-ESB interactions may be negotiated during the early generations of the 
UPHN and SHIN-NY, and harden over time. An ESB node can act as a broker to pass along 
requests to appropriate (restricted domain) SHIN-NY ESB nodes. By minimizing differences 
among ESB nodes, the SHIN-NY ESB can implement a “redundant independent object” pattern 
from distributed applications, essentially improving overall availability and reliability of the 
system by having redundant components, in this case, redundant ESBs. 

Exhibit 2 – Example of a Restricted Domain ESB Node  (e.g. – UPHN) 
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ESB brokering in a federated environment is accomplished in various ways across different ESB 
platforms and vendors, so specifics on the manner in which this is accomplished should be 
negotiated among ESB node hosts, including NYS DOH, and harden over time. For reference 
implementation purposes, a Universal Description Discovery and Integration (UDDI) inquiry in 
a SHIN-NY ESB can return the appropriate server that hosts the required ESB path to needed 
services. A subsequent request can then be made to the correct ESB node. 
There are three levels of implementation of the ESB topology that correspond to increasing 
penetration of the SHIN-NY architectural pattern. These levels of implementation build upon 
one another. Each level introduces an additional level of responsibility for involved entities, but 
is still a logical construct, not a physical architectural constraint.1 
 
The first level of SHIN-NY compliance is the RHIO HIE interaction with the centralized SHIN-
NY ESB nodes as a service provider and/or service consumer. This means that RHIO HIE will 
communicate with the SHIN-NY ESB nodes in the prescribed manner for the registration, 
invocation, and use of SHIN-NY Core Services. In the case where the RHIO HIE is a service 
provider for SHIN-NY Core Services, those services will be made available via CHIxP 
compliant protocols. The connections to all local nodes connected to the RHIO HIE, as well as 
any local functionality at the RHIO HIE level, are implemented in any manner expedient to the 
RHIO HIE (see Exhibit 3). 
 

                                                 
1 As a practical matter, there are likely physical manifestations implied. Further, given some of the chosen business 
rules, certain physical manifestations are precluded. For example, technically, any RHIO HIE could use the SHIN-
NY “big bus” as its local bus, and have the ESB node be domain-restricted to allow shielding of its local services. 
However, since the SHIN-NY ESB nodes (as specified) are available to all, those services would be visible beyond 
the intended scope, so a local implementation of a “little bus” to service the RHIO HIE is better.  Further, the little 
bus allows more straightforward governance by the RHIO over local transactions and policies. 
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Exhibit 3 - SHIN-NY Level-1 Deployment 

 
The second level of SHIN-NY compliance is implementation of a SHIN-NY ESB locally by the 
RHIO HIE (a.k.a. a “little bus”). This local RHIO-HIE ESB serves as a gateway to the SHIN-NY 
ESB nodes, exposes any SHIN-NY Core Services it is responsible for, and also connects local 
nodes using SHIN-NY compliant connections (i.e. CHIxP). Level-2 SHIN-NY compliance 
requires at least one or more internal RHIO HIE connections are CHIxP compliant. There may 
be some local nodes that need to connect via legacy, non-compliant means, and the local HIE 
bridges those differences until all internal interfaces can become compliant. Further, local 
services are offered to the RHIO through the local RHIO-HIE ESB in a manner consistent with 
the prescribed means for the SHIN-NY ESB (see Exhibit 4). 
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Exhibit 4 - SHIN-NY Level-2 Deployment 

 
The third level of SHIN-NY compliance is complete implementation of the RHIO HIE as a 
SHIN-NY ESB, with CHIxP compliant connections both internally to all local nodes, as well as 
externally to the SHIN-NY ESB nodes. Further, local services are offered to the RHIO through 
the local ESB in a manner consistent with the prescribed means for the SHIN-NY ESB (see 
Exhibit 5). 
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Exhibit 5 - SHIN-NY Level-3 Deployment 

 
NYeC requires that all HEAL 5 projects will initially implement SHIN-NY Level-2 
deployments, ultimately en route to SHIN-NY Level-3. 
 
�����  ���	����������	�����	��

The ESB is middleware, and is subject to failure and periods of unavailability. In a redundant 
ESB pattern, it is critical to understand the state of the ESB nodes in order to broker or otherwise 
access the nodes. This means that implementation of the ESB nodes must have administrative 
monitoring capabilities for detection and intervention. Further, meta-data about ESB state (and 
service state) should be maintained and sharable.  
 
The ESB node is a critical aspect of public health reporting (especially as a focused domain), and 
therefore needs to be architected for high availability. The availability target should be at least 
99.99% uptime for the system (including network, hardware, and software). 
 
When failures do happen, a “fail-fast, fail-obvious” paradigm should be designed for the host of 
the ESB node, and all attendant services. This essentially means that when indeterminate states 
are detected, or repeated micro-failures are encountered without sufficient recovery, the system 
should seek to communicate failure broadly as soon as practical, such as by throwing an 
exception. Further, a “prompt repair” scheme should be enjoined to handle such exceptions, 



  

6/15/2009  10 

which allows for either a cold boot to move the system into a safe and known state or if state 
check-pointing is supported, the last saved state may be returned to. 
 
The ESB node must communicate its state (and the state of services it is responsible for when 
there is domain segregation) to other ESB nodes, and must implement a “heartbeat” pattern 
where its state is periodically broadcast to other ESB nodes to guide their brokering decisions. 
 
The UPHN ESB must support concurrent threads and connections from service providers, 
service consumers, and other ESB nodes. An ESB platform must minimally support 15 
independent inbound connections established per second. 
 
To support loose coupling among services, the ESB does not directly expose support for critical 
sections (e.g. – semaphores) to discourage designing of shared resources that may have single-
threaded choke points.  
 
NYeC will arrange and govern a centralized, logical management of SHIN-NY ESB federation, 
SHIN-NY ESB Node designation, and SHIN-NY Core Service registration. 
  
 
����  ���������������	�������

The ESB supports the communication and transport protocols adopted by the NHIN phase-2 
collaboration, as specified in the NHIN Interface Specification – Messaging Platform v1.9 dated 
6/16/2008. This document is included in section 3.2 Appendix 2 – NHIN Messaging Platform 
v1.9. A summary excerpt follows that highlights the essential standards used for transport: 
 

Briefly stated, the Messaging Platform describes the common web service protocols that 
should underlie every message transmitted between NHIEs. The Platform is based on the 
following architectural principles: 
 

1. There shall be a common transport layer for all messages. For the NHIN to be a truly 
scalable, secure and interoperable network, a common transport layer is essential. The 
Messaging Platform will be based on SOAP 1.2 messages over HTTP. All higher-level 
messaging elements and attachments must be bound to a SOAP message. This excludes 
the use of incompatible transport protocols such as HL7 MLLP for NHIE to NHIE 
messaging. 

2. Messages between NHIEs must be secure from end to end, recognizing that there may be 
intermediate nodes in the message delivery process. This will necessitate the use of 
encryption as well as addressing within messages. 

3. The common message envelope must support assertions about security and trust between 
NHIEs.  

4. The basis for authentication for NHIE participants shall be X.509 certificates. All NHIE 
certificates for NHIN Trial Implementations will be issued by a common trusted 
certificate authority yet to be determined. All NHIE to NHIE messages must be digitally 
signed for purposes of authentication and non-repudiation. 

5. The NHIN shall be based on interoperability profiles that have been fully approved as an 
industry interoperability standard and are capable of being implemented by NHIN Trial 
Implementations using available SOA platforms. 
 
Based on the requirements expressed above, the following messaging platform has been 
selected for the 2008 NHIN Trial Implementations: 
 
Basic Profile: 
WS-I Basic Profile 1.2 
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http://www.ws-i.org/Profiles/BasicProfile-1.2.html 
 
Specification Version 
Simple Object Access Protocol 
(SOAP) 

1.22 

Hypertext Transfer Protocol (HTTP) 1.1 
WS-Addressing  1.0 
Message Transmission Optimization 
Mechanism (MTOM) binding for 
SOAP 1.1 

1.0 

Web Services Description Language 
(WSDL) 

1.1 

XML Schema 1.0 
Universal Discovery and Description 
Interface (UDDI) 

3.0.2 

 
These communication standards govern all communications among the ESB and service 
providers and service consumers for UPHN. 
 

���  ��	������

�����  !�����	
�"�
������	
�

The ESB will maintain a service registry using UDDI v2.0.4 as documented in the NHIN 
Messaging Platform Specification. The services allowed to be registered there will only be the 
approved list of SHIN-NY Core Service. The service registry will keep both endpoint servers 
addresses and Web Services Description Language (WSDL) service definitions. 
 
ESB Nodes shall be found by clients through the use of an ordered or random "hunt group" list. 
Because the UDDI Registry Nodes for the SHIN-NY do not all reside in the same organization 
or in the same network domain, use of network-level multicast technologies will not work. 
Instead, clients shall each be configured with a list of UDDI Registry Nodes (each containing at 
least one server). They shall then search for one that is available by trying one after the other, in 
sequential or random order.  
 
If a UDDI Registry Node does not reply to a query within a specified time, the client shall treat 
this as an error and query another Node. This is true for both initial and established connections. 
Due to the expected high availability of the UDDI Registry Nodes, this method is preferred to 
polling all Nodes on the list to see which ones are available, and presumably then selecting the 
one that replies most quickly. 
 
The primary use of the UDDI Registry within the SHIN-NY ESB will be to find services 
described by some well-defined criteria. This is accomplished using the find_service UDDI call, 
which returns a list of services. 
 
The specific WSDL for a service can then be acquired via a get_bindingDetail UDDI call. The 
output from this can then be processed by an automated function to generate the SOAP call to 

                                                 
2 NHIN states that the intention is to move to SOAP 1.2 in 2009, though the spec lists 1.1 currently. Since the UPHN 
development period begins in 2009, SOAP 1.2 is stated here. 
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the service itself. Typically, a client will thus need to make two calls to find a service and its 
definition. 
 
However, if services and their definitions are fairly static, it is possible no calls are actually 
needed. This holds if a client caches previous service definitions and simply invokes them later, 
dealing with error situations if they arise, which they need to be able to do either way. 
 
The SHIN-NY intends to adopt, if viable, the NHIN Connection Management & Service 
Discovery interface specification when it is finalized which is consistent with the paradigm listed 
above. The currently available version is included in section 3.3 - Appendix 3 – NHIN 
Connection Management & Service Discovery v1.0.  
 
�����  #��������$�%����������	���

The SHIN-NY ESB, will be an intermediary for service invocation and return of responses and 
results. The basic sequence is:  

·  Service Consumer discovers the availability of a service through interrogation of the 
ESB’s service registry3;  

·  ESB does not expose true service endpoint, but rather exposes a local proxy;  
·  Service Consumer invokes service through ESB;  
·  ESB invokes appropriate service on Service Consumer’s behalf;  
·  Service Provider sends results to ESB; 
·  ESB relays results to Service Consumer. 

 
See Exhibit 6 - ESB Service Intermediation below. 

                                                 
3 If this interrogation has been done previously, it may not need to be repeated until a failure happens (e.g. – due to a 
change in the service’s interface). Alternatively, if the security architecture imposes it, there may be a required re-
discovery, and possibly an expiring token issued with the service definition to strengthen authentication. 



  

6/15/2009  13 

 

Exhibit 6 - ESB Service Intermediation 

The SHIN-NY ESB, as an intermediary, will attempt to complete transactions and ensure receipt 
of messages and service invocations. Messages will be delivered at least once (i.e. – in cases 
where appropriate acknowledgements are not received, retransmissions are permitted), so 
services must be designed to ignore duplicate requests for service or to ensure no unintended 
consequences (idempotency). Retries will be pursued through a timeout period or indication of 
an error from the receiver. 
  
The ESB will use WS-ReliableMessaging as a baseline message exchange pattern to ensure 
acknowledgement of all communications (uni- or bi- directional). Service Providers and 
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Consumers will need to design interfaces to accommodate this level of ESB interaction. See 
Exhibit 7 - ESB- Encapsulated Reliable Messaging. 
 

 

Exhibit 7 - ESB- Encapsulated Reliable Messaging 

 
����  &���	���������	�'�����

The ESB has the ability to create a string of service invocations that may be choreographed to 
service a single initial service invocation from a service consumer. Implementation guidance 
must be provided to allow service providers to understand and/or specify the orchestration of 
their services. Choreographed services may not be exposed directly, and may be used in support 
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of a proxy service. An example of this type of interaction is a multiplexed query response where 
the query is invoked once by the service consumer, and the ESB launches multiple queries to 
various service providers, receives all of the results, aggregates them into one response, and 
returns the unified response to the original service consumer. In this example, multiple service 
providers may implement the same service interface, with is allowable. 
 

 

Exhibit 8 - ESB Orchestration Among Multiple Servic e Providers 

 
Services may support a variety of interaction paradigms for transaction initiation, including 
publish/subscribe, push, and pull. Further, service responses may be synchronous or non-
synchronous, where synchronization involves time-bound response contracts. To facilitate 
reliable message delivery with acknowledgements, service consumers should expect 
acknowledgements from service invocations, for which they may choose to block (suspend 
activity awaiting the acknowledgement) or not. Content responses should be assumed to be 
inherently asynchronous, but the service consumer may specify a timeout period that will be a 
contract for a service provider to return a response or be considered a failed transaction. In this 
way mock-synchronization may be achieved without blocking. Service definitions must allow for 
this specification of a timeout, and enforce linking of responses to corresponding spawning 
transactions in a pseudo-conversational manner that allows an identifier to alert service 
consumers of the correlations of asynchronous messages. The default timeout period instituted 
by the ESB for returning a response is 5 seconds. This default may be increased, lessened, or 
eliminated through the service specific timeout parameter for each SHIN-NY Core Service. 
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Services will both be housed within the ESB namespace and remotely at third-party hosts. 
Redundancy of services and quasi-redundancy (where various flavors of the service are 
available) are allowed and may be exploited by the ESB for load balancing or orchestration. 
Services restricted to a domain will be brokered by the ESB Node, and referred to the 
appropriate domain server. Such services will not be replicated across ESB nodes, though each 
registry will be aware of them and their appropriate domains. 
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1.4  M&C Subgroup Sub group feedback incorporated 
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1.6  Craig Miller Updates 
1.7  Neel Phadke Formatting 
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1.8.1  Deborah Lafky Formatting, preparation for HITSP review 
1.9  Craig Miller Provided explanatory text re SOAP versioning, included 

specification for SOAP messaging style and SOAP fauls, 
included specification for WS-Base Notification 

 

 
����
���
��������


 
���	���
 ����
 ��������
��
 ����

    
    
    
    
    
    
    
    
    
    
 



  

6/15/2009  21 

 
 

Table of Contents 
 

1.0� Summary of Document .................................................................................. 3�
2.0� Key System Components ............................................................................... 5�
2.1� Enterprise Service Bus.................................................................................................. 5�

2.1.1� Deployment Topology ...................................................................................... 5�
2.1.2� Operational Parameters..................................................................................... 9�
2.1.3� Communication Protocol ................................................................................ 10�

2.2� Services ....................................................................................................................... 11�
2.2.1� Registry & Discovery ..................................................................................... 11�
2.2.2� Message Exchange Patterns............................................................................ 12�
2.2.3� Interaction Paradigms ..................................................................................... 14�
2.2.4� Deployment Topology .................................................................................... 16�

3.0� Appendices ................................................................................................... 17�
3.1� Appendix 1 – Conformance Index.............................................................................. 17�
3.2� Appendix 2 – NHIN Messaging Platform v1.9 .......................................................... 19�
1.0 NHIE Interface Communications Infrastructure Messaging Platform.......................... 22�
2.0 Interface Between .......................................................................................................... 22�
3.0 NHIE Core Services and use cases supported ............................................................... 22�
4.0 NHIE context for use ..................................................................................................... 22�
5.0 Description of Interface ................................................................................................. 22�
6.0 Other Messaging Platform Standards ............................................................................ 24�
7.0 Public Key Infrastructure ............................................................................................... 24�
8.0 Mapping to HITSP and IHE Technical Standards ......................................................... 25�
9.0 Technical Pre-conditions................................................................................................ 25�
10.0 Technical Post-conditions............................................................................................ 25�
Appendix : Sample Messages .............................................................................................. 25�
3.3� Appendix 3 – NHIN Connection Management & Service Discovery v1.0................ 30�

 



  

6/15/2009  22 

 

����+,&��&���	��������������������&��	���	����	��
#���������������	���
The Messaging Platform specification is not one of the previously enumerated 11 interfaces for 
the NHIN. It is a cross-cutting specification that describes aspects of lower-level transport 
mechanisms that will be required by all NHIE interfaces. Other interface specification 
documents will reference this document concerning common transport protocols. 
 
NHIN Cooperative WG name 
Security and Technical Working Group 
 

����&���	��������.����
This specification document specifies the interface between one NHIE to another NHIE. 
 

 ���+,&����	����	��������'����������������	��'  
This specification will support all core services and use cases that encompass the exchange of 
messages and documents between NHIEs.  
 

(���+,&�������$����	�����
Messaging Platform refers to the underlying set of protocols and standards that are used to 
transport messages between NHIEs. The intent is to define a standardized web services platform 
that can then be used by all of the higher-level NHIN interfaces as the basis for specific 
information exchanges.  
 

/���
���	����������&���	�����
The proposed NHIN Messaging Platform is based on the use of web services, as articulated 
within interoperability profiles established by the Web Services Interoperability Organization 
(WS-I). Collectively, the WS-I Basic and Basic Security Profiles define a common platform for 
secure and reliable exchange of messages between NHIEs in a manner that is independent of 
specific operating system or programming language frameworks.  
 
Briefly stated, the Messaging Platform describes the common web service protocols that should 
underlie every message transmitted between NHIEs. These specifications represent a common 
platform for all other NHIN Interface Specifications. The Messaging Platform specification 
utilizes a single version of all relevant standards to ensure interoperability and consistency, 
although this issue may be revisited if required after the 2008 Trial Implementations if necessary. 
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The Platform is based on the following architectural principles: 
 

6. There shall be a common transport layer for all messages. For the NHIN to be a truly 
scalable, secure and interoperable network, a common transport layer is essential. The 
Messaging Platform will be based on SOAP 1.1 messages over HTTP. All higher-level 
messaging elements and attachments must be bound to a SOAP message. This excludes 
the use of incompatible transport protocols such as HL7 MLLP for NHIE to NHIE 
messaging. 

7. Messages between NHIEs must be secure. This will necessitate the use of encryption as 
part of the message transport layer. 

8. The common message envelope must support assertions about security and trust between 
NHIEs.  

9. The basis for authentication for NHIE participants shall be X.509 certificates. All NHIE 
certificates for NHIN Trial Implementations will be issued by a common trusted 
certificate authority yet to be determined. All NHIE to NHIE messages must be digitally 
signed for purposes of authentication and non-repudiation. 

10. The NHIN shall be based on interoperability profiles that have been fully approved as an 
industry interoperability standard and are capable of being implemented by NHIN Trial 
Implementations using available SOA platforms. 

 
Based on the requirements expressed above, the following messaging platform has been selected 
for the 2008 NHIN Trial Implementations: 
 
Basic Profile: 
WS-I Basic Profile 1.2 
http://www.ws-i.org/Profiles/BasicProfile-1.2.html 
 
Specification Version Notes 
Simple Object Access Protocol (SOAP) 1.1 SOAP 1.1 will be utilized for the 

2008 Trial Implementations. It is 
anticipated that the NHIN will 
migrate to SOAP 1.2 for 2009 and 
beyond. 

SOAP Message Encoding Style  Document Literal 
SOAP Faults  No custom SOAP faults are required. 
Hypertext Transfer Protocol (HTTP) 1.1  
WS-Addressing  1.0  
WS-BaseNotification 1.3  
Message Transmission Optimization 
Mechanism (MTOM) binding for SOAP 1.1 

1.0  

Web Services Description Language (WSDL) 1.1  
XML Schema 1.0  
Universal Discovery and Description 
Interface (UDDI) 

2.0.4  
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Security Profile: 
WS-I Security Profile 1.1 
http://www.ws-i.org/Profiles/BasicSecurityProfile-1.1.html 
 
Specification Version Notes 
Transport Layer Security 1.0 Note that this is equivalent 

to Secure Sockets Layer 
3.0 

XML Signature 1.0  
Web Services Description Language (WSDL) 1.1  
Symmetric Encryption Algorithm and Key 
Length 

AES 
128-bit 

AES = Advanced 
Encryption Standard 

X.509 Token Profile 1.0  
SAML Token Profile 1.1 Note that SAML Token 

Profile 1.1 mandates the 
use of the SAML 2.0 Base 
Specification 

Attachment Security 1.0  
 
 

0�����%�	�#���������������	������'�	'��
 
The Security and Technical Working Group intends to adopt web service reliable messaging 
standards in a future revision of this document, pending an evaluation of the maturity of current 
implementations, harmonization of the current competing standards for reliable messaging, and a 
clear understanding of the specific requirements for reliability as expressed within AHIC use 
cases.  
 

1�����2������
�&��	���	����	��
 
For the September and December 2008 Trial Implementation demonstrations, a single certificate 
authority (CA) will be established for this purpose to issue X.509 certificates to all NHIEs. The 
fact that all certificates are signed by the common designated CA will serve as the basis of trust 
and authentication between NHIEs; all messages between NHIEs are both signed and encrypted 
using these certificates.  
 
For the 2008 demonstrations, we will not implement more complex PKI functionality such as 
chaining certificate authorities or certificate revocation, for example. However, this functionality 
will clearly need to be addressed beyond the Trial Implementation period.  
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The Trial Implementations will not assume a centralized identity provider exists for identity 
proofing and credentialing. 
 

3���#����������,&������'�&,�����%����������'�	'��
A separate document has been developed as an Excel spreadsheet that maps the specifications 
within this document to their origins within the relevant HITSP and IHE technical specifications. 
This document is available on the NHIN portal for download under the name “Standards 
Mapping for Messaging Specifications.xls”. 
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None 
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None 
 
 

)����'�$�5��������#��������
 

1. SOAP Request 
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2. SOAP Response 
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 Same as To URI in HTTP requests  
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3. SOAP Fault 
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NHIE Interface  
Communications Infrastructure - 
Connection Management and Service 
Discovery 
 

 
NHIE Interface Descriptive Name (from interface lis t):  
Communications Infrastructure comprises two interfaces – Connection Management and Service 
Discovery  
 
NHIN Cooperative WG name (as editor): 
Security and Technical Working Group 
 
Author Names: 
Craig Miller  
 
Interface Between (e.g. NHIE to NHIE, NHIE – connec ted system): 
NHIE to NHIE 
 
NHIE Core Services and use cases supported (detaile d mappings included 
below): 
Annex 5. Maintain Registries of NHIN Participating Systems and Organizations 
 
NHIE context for use (what does the interface do an d when): 
Connection Management refers to the sequence of transactions required for an NHIE to register 
itself as a participant within the NHIN and advertise the services it offers to other NHIEs. 
Service Discovery refers to the ability of an NHIE to query other NHIEs to discover what 
specific services (both from a business and interface perspective) they offer.   
 
Description of Interface: 
 
For the 2008 Trial Implementations, the NHIN intends to implement a “dynamic discovery” 
capability to identify other NHIEs and the services they offer. This will be implemented as a 
UDDI v3-compliant registry that will be made available to all NHIEs in the 2008 Trial 
Implementations to use for discovery of each other’s services (and corresponding WSDL 
endpoints).  
 
This registry will include: 

·  Business Entity information that describes the NHIE name, description, contacts and 
addresses 

·  Business Services information that enumerates all business services offered by the NHIE. 
The following Business Services have been defined for the NHIN to date: 

o Subject Discovery 
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o Query for Documents 
o Retrieve Documents 
o Audit Log Query 

·  Binding templates that bind business services to web service endpoints expressed as 
WSDL interfaces 
 

NHIN Trial Implementation participants are not expected to implement their own UDDI 
registries; one will be provided for the purpose of demonstration. Equally, participants will not 
be expected to procedurally publish their services to the provided registry; this will be performed 
administratively. 

 
The interface for discovery of these services is defined in Appendix A, “UDDI Inquiry APIs”. 
The specific b 
 
The X.509 certificate implementation of UDII security is discussed in Appendix B. 
 
This document does not describe the individual WSDL interfaces that will be documented within 
the registry; these are contained within the other individual NHIN interface specifications. The 
mapping between the UDDI tModel and the individual WSDL interfaces will follow the 
practices defined in “Understanding UDDI in a WSDL Registry” 
(http://www.ibm.com/developerworks/webservices/library/ws-wsdl/) 
 
 
Technical Pre-conditions:  
 
None 
 
Technical Post-conditions: 
 
None 
 
Mappings 

Use Case/Event/Actions Supported: 
 
 Core Services Supported: 

·  Annex 5. Maintain Registries of NHIN Participating Systems and Organizations 
 
 
1.0 Interface Definitions 
 
None required for 2008.   
 
 
Appendix A: UDDI Inquiry API 



  

6/15/2009  32 

The inquiry APIs use a dedicated URL at a registry. This URL can be used to retrieve 
information about registered entities, such as businesses, services, and tModels, at the registry. 
The inquiry URL accepts XML messages to perform tasks, including: 

·  Business entity discovery (and getting registration details) 
·  Service discovery (and getting registration details) 
·  Service binding discovery (and getting registration details) 
·  Taxonomy discovery (and getting registration details) 
·  Interaction specification discovery (and getting registration details) 
·  Business relationships discovery 

The calls constituting the UDDI inquiry API are defined in section 5.1 (Inquiry API Set) of the 
UDDI Version 3.0.2 Technical Committee Draft 20041019 (hereafter referred to as the UDDI 
3.0.2. Spec); see http://uddi.org/pubs/uddi_v3.htm.: 

·          find_binding: Used to locate bindings within or across one or more registered 
businessServices.  Returns a bindingDetail structure.  See Section 5.1.9 
find_binding, within the UDDI 3.0.2 Specification. 

·          find_business: Used to locate information about one or more businesses.  Returns 
a businessList structure. See Section 5.1.10 find_business. 

·          find_relatedBusinesses: Used to locate information about businessEntity 
registrations that are related to a specific business entity whose key is passed in 
the inquiry.  See Section 5.1.11 find_relatedBusinesses. 

·          find_service: Used to locate specific services within registered business entities.  
Returns a serviceList structure.  See Section 5.1.12 find_service. 

·          find_tModel: Used to locate one or more tModel information structures.  Returns 
a tModelList structure.  See Section 5.1.13 find_tModel. 

·          get_bindingDetail: Used to get bindingTemplate information suitable for making 
service requests.  Returns a bindingDetail structure.  See Section 5.1.14 
get_bindingDetail. 

·          get_businessDetail: Used to get the businessEntity information for one or more 
businesses or organizations.  Returns a businessDetail structure.  See Section 
5.1.15 get_businessDetail. 

·          get_operationalInfo:  Used to retrieve operational information pertaining to one 
or more entities in the registry.  Returns an operationalInfos structure.  See 
Section 5.1.16 get_operationalInfo. 

·          get_serviceDetail: Used to get full details for a given set of registered 
businessService data.  Returns a serviceDetail structure.  See Section 5.1.16 
get_serviceDetail. 

·          get_tModelDetail: Used to get full details for a given set of registered tModel 
data.  Returns a tModelDetail structure.  See Section 5.1.18 get_tModelDetail. 
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Several of the find_xx APIs (find_binding, find_business and find_service) support nested 
queries, where one or more of the arguments to these APIs can itself be another (inner) query, 
the results of which are used to filter the overall results of the primary (outer) query along with 
the other criterions supplied.  Any findQualifier arguments used only apply directly to the part of 
the query (outer or inner) for which they are supplied.  They do not propagate inward or outward. 

If any error occurs in processing this API call, a dispositionReport element is returned to the 
caller within a SOAP Fault. 

The diagram below represents the way SOAP messages are sent to an UDDI registry. 
 
 

 
 
 
 
Appendix B: UDDI Security Implementation  
 
 
NHIN-TI gateway has opted to use UDDI v3 specification as its service discovery platform. 
NHIN-TI has opted to mandate the implementation of security in UDDI implementation.  
 
Role: 

There are 3 roles (users) when implementing a UDDI. Security described below is based on 
the role of the user who is using UDDI implementation. 
 

1) Publisher – This user will publish the services to a UDDI server. Publishing is done 
using browser based UI to publish services.  
 

Publishers need to authenticate to the UDDI server using the X.509.V3 certificate as 
defined in SSL v3 with server authentication specification. The UDDI server will then 
use SAML SOAP binding using X.509v3 certificate to call CA to verify the 
authenticity of the certificate. CA returns back the response to the UDDI server. 
Based on the response the server will allow/disallow publishing services. 
 
Authorization is implemented using Registry Authorization Policy as defined in 
section 9.4.8 of the specification by using authorization assertions. The authorization 
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policy will allow the publisher to not only authorize to publish the service but also 
makes sure that only authorized person can modify the service.  Individual node 
policy for publisher must be consistent with that of other nodes in the registry and 
must not compromise the data in the registry as a whole. 
 
Data Integrity and authenticity is accomplished by using XML digital signatures 
while publishing services. Inquirers of a registry can now filter their queries based on 
signed services. Publishers will have the assurance that they are not being 
misrepresented by someone claiming to own a UDDI entity. HTTPS will be used as a 
transport protocol to publish the services. The published WSDL file should also be 
signed using XML signature syntax. 
Transport Confidentiality is accomplished using SSLv3 with server authentication 
between the publisher and the UDDI server. 
 
According to UDDI v3 specification authorization policy can be transferred/delegated 
to another person.  
 
Non repudiation is accomplished using XML digital signatures and auditing on the 
UDDI server. 
 

2) Inquirer – This user will use the UDDI API’s to discover services (endpoints) on a 
UDDI server. This user should be authenticated and authorized to search on the registry. 
 
Authentication as well as authorization is done using SAML using X.509.v3 as described 
in SSLv3 with server authentication specification. Transport level security is 
accomplished using HTTPS.  
 
Authorization is implemented using Registry Authorization Policy as defined in section 
9.4.8 of the specification by using authorization assertions. Individual node policy for 
inquirer must be consistent with that of other nodes in the registry and must not 
compromise the data in the registry as a whole. 
 
Non repudiation is accomplished using XML digital signatures and auditing. 
 

3) Subscriber – This user will subscribe to notifications of services on the registry.NHIN-
TI WILL NOT  be implementing this role as a part of current solution. This section will 
be modified on an as needed basis.  

 
 
Mutual Authentication  
When a single node is deployed on a single registry, then Security can be accomplished using 
protecting the server by un authenticated access and un authorized access using firewall, SAML 
authentication and authorization using X.509.v3 certificate. 
 
In case of multiple nodes on a single registry then security described above applies. In addition 
to that, additional security mechanisms are needed. For example, for replication and custody-
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transfer, where two parties are involved in the exchange of sensitive data, the specification 
recommends mutual authentication through X.509v3 certificates. The certificates used for this 
purpose are part of the operator data structure. Using the mutual authentication mechanism, it is 
possible to ascertain the privacy of the data being exchanged. 
 
The table below depicts the security mechanisms recommended for various APIS sets. 
 
 

Recommended Security Mechanisms for UDDI APIs 

API Transport Security Mechanism Authentication 
Inquiry HTTP SSL V3  X.509 
Publication HTTP SSL V3  X.509 
Security HTTP SSL V3  x.509 
Custody Transfer HTTP SSL V3 Mutual Authentication 
Replication HTTP SSL V3 Mutual Authentication 
Subscription HTTP SSL V3  n/a 
�

������������	
���
������ �

Access control in UDDI registries is controlled by a set of optional authorization policies. The 
element authInfo is used to provide information that can be used for authorization decisions for a 
specific type of user, whether Subscriber, Publisher, or Inquirer. The SAML markup language 
can be used to assert authorizations in the form of X.509 attribute certificates. 
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